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Overview

Because afn increased tarest in iSCSI (Internet SCSDemartek has produced tiPemartek
ISCSIDeployment Guide2011 one in a series of technology deployment guides. This guide can

be foundon our websitén ouriSCSI Zonemr by searching the lenternet
ployment Guig@ 6 uasyiwalighownInternet search engine.

Audience

This guidés designed for managars technical professionals witliihdepartments who are-e
ploring the possible benefits of iIS@&ihnologyr who are looking for actual deploymenhnexa
ples of iISCSI storage solutions.

Objectives of this Guide

This guide is designed to provimesidnformation about iSCSI and practical guidance fanpla

ning and deploying iISCSI technology and prodédtisough this guide contains some iSCSt-ma
ketplace information and discusses specific vendor products, it is primarily a technical document. It
focuses on iSCSI primarily, but not exclusively, in a Microsoft Windows environméenaand

updated version of the 19@geMicrosoft iISCS/ Storage Deployment White Patheat we pb-

lished for Microsoft in June 2007, which is availableur website

Because iSCSI includes server, netwariindy$orage technologies, this guide provides-info
mation and guidance in each aredaiic understanding of eaafithese areasneeddto sic-
cessfully deploy iSCSI technology.

This guide is intended to be used as a reference dintlesd into sectionsicluding iISCSI ma
ketplace dataSCSI technologgreasandspecific vendor products in the area of network adapters
and storage targets. There are screen shots and information from actual degbdyineset

products Most of the work was performigdthe Demartek lab in Arvada, ColoraddSA.

About Demartek

Demartek has its own lab and the vast majority of the research work we do involves rutining har
ware and software solutions in our\dth our staff The Demartek lab is equipped with servers,
network infrastructureand storage, and supports 1Gb Ethernet, 10Gb Ethé®&S$|,Fibre

Channel, FCoE, SSDand a variety of other technologies.

Demartek produces highlight videos of public evaluations and deployment guides. Links to these
videos are aWable on our web site and are posted orCibmartekchannelon YouTube.
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Basic Storage Architectures

Storage for computers can be architected in several ways, each satisfying spddéie veeds.
provide aroverview of these architectures and show where iSCSI technology fits.

Direct Attached Storage (DAS)

Direct AtachedSiorage (DAS) is probably thmst welknown form of computer storage. In a

DAS implementation, the host computer has a private connection to the storage and almost always
has exclusive ownership of the storage. The ho
which meanthat it directly addresses blocks on the statagee This implementation is relagiv

ly simple and usually inexpensive. Potential disadvantages are that the distance between the host
computer and the storagee frequenyl short, such as inside a congouthassis or within a rack or

adjacent rack. Some DAS implementations require that the host computer be taken offline when
adding or removing storage devices, such as a boot drive directly connected to a motherboard sto

age interface. SATA is a common DwtSrface.

Network Attached Storage (NAS)

Network Attached StoragdAS) devices, also known as file servers, share their storage resources

with clients onthe netwoik n  t he f or m of Af i.bThe chehtauseenstworkor A mo
file access ptocols such as CIFS/SMB or NféSequest files from the file server. The file server

then uses block protocols to access its internal storage to satisfy the requests. Because NAS operates
on a network, the storagancbeveryfaraway from the clientsany NAS solutions providd-a

vanced features such as snapshot technologies, global namespace, SSD caching and more.

Storage Area Network (SAN)

SAN architecture provides a way to use block access methods over a network such as Ethernet or
FibreChannel to provide storage for host computers. The storage in a SAN is not owned by one
server but iaccessibley all of the servers on the netwdrkis SAN storage can be carved into

logical storage pools or volumes that can be assigned to pdrtisu&arvers. These logicdd vo

umes are independent of the geometries or components of the storage hardware. The-storage a
pears to host servers and applications in the same way that DAS storage appears, but because SAN
storage uses a network, storagdeafongdistance away from the host servers.

SAN architectures use bloskall Computer System InterfaB€EG) protocol for sending ane+

ceiving storage data over their respective networks. Fibre Channel (FC) SANs implement the SCSI
protocol within the FC frames. Internet SCSI (iISCSI) SANs implement the same SCSI protocol
within TCP/IP packetdribre Channel over Ethernet (FCoE) is a newer interface that encapsulates
the Fibre Channel protocol within Ethernet packets usiedptively neviechnology alled Data

Center BridgindDCB), which is a set of enhancements to traditibtiarnet and is currently
implemented with some 10GbE infrastructiecauseach of thesechnologies allow apic

tions to access storage using the same SCSI commanud|pitas possible to use all of these
technologies in the same enterprisépanove from one to the otheGenerally speaking, applic
tionsrunning on a host serveannot tell the difference between Fibre Channel SAN sforage

FCoE SAN storagandiSCSI SAN storagén fact,applications generaltgnnot tell the diffe
encebetween DAS storage and SAN storage.
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There has been much debate over Fibre Channel vs. iSCSI. Some people focus on the lower entry
price points available for iISCSI SANkile ahers focus on high reliability and availability of Fibre
Channel SANsThe conventional wisdom in this debate no longer holds true in many cases. While
it is true thatat the low endSCSltends to be less expensive thdome Channel, as performance,
reliability and high availability features and designs are included in iISCSI solutions, the iISCSI price
advantage diminishe@ver the past few months we tested various solutions for ease of use and
found that some implementations of Fibre Channel are justss or in fact easier to use, than

some iSCSI implementations. We have also found several iSCSI solutions that are designed for
performance, high reliability, and high availabiltych work has been done to increase perfo

mance, reliabilityand easefuse with both of these SAN technologies. The real issues afre satisf

ing the needs of the business or application, working with existing infrastructure and expertise,
maintaining servidevel agreementand staying within budgeEbre Channel and iS8l teth-

nology can meet these requiremgantsl there is room for both in current and future IT enviro

ments.

For the larger enterprises that have implemented SAN technology, most have implemented Fibre
Channel technology. These enterprises typically demand proven technology, have the need for high
bandwidth storage solutions, have the budgets to pay for more expensive hardware to meet their
performance and reliability needs, and typically havarfalstaff dedicated to storage marag
ment.Some of these enterprises continue to invest in Fibre Channel storage solutions and plan to
do so for the foreseeable futudewever, ame of these enterprises are also investing in iSCSI

staage solutions, espetjakith 10GbE technology, for their virtualized server environments.

Smaller enterpsies are often attracted to iISCSI technology because of its lower entry price point,
and grow their iISCSI SAN as their needs change.

There is more to choosing a storagtesn than selecting the host interface. Regardless of the type
of interface, several other factors need to be considerieding the number and type of disk

drives, amount and type of SSD technology, management sativaresed featuresjpport

from the vendorand several other factofglvanced features of modern storage systemsa-may i
clude various forms of replication, thin provisioning, comprestateleduplication caching,
automated storage tierirajyd more.

Unified Storage

Unified storag combines NAS and SAN technologies into a single, integrated sdlbdea.ui

fied storage solutions provide both block and file access to the shared storage environment. These
often provide simplified management by combining the managemerstofaderegardless of

t he transpor toasimgle fngnhgemebticomsplé. i n
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ISCSI Marketplace

Demartek focuses primarily on real world, hamdsxperience with various technologies, but we
decided that providingome iSCSI marketplace datauld help provide additional perspective
The following marketplace data is providetdl§y and is reprinted with their permission.

iISCSI

The desire for loweost, less complicated networking infrastructures costtow®mpel solution
providers and users to consider iSCSI. Adoption of iISCSI scales from the SMB market te large da
acenters. In addition, server virtualization becomes one of the major driving forces for i$CSI ado
tion.

iISCSI adoption should increasethAM in the SMB market segment and provide additignal o
portunity in large corporations. However, increases in TAM may be offset by lower cost per gigabyte
associated with the systems. The impact of 10GbE on iSCSI demand is still yhoerteiy lead

to growing competition with FCoE in converged IT infrastructure environments in the late years of
the forecast.

Worldwide Enterprise Storage Syste20d 26Gtbecast Update: December 2010 (IDC#226@123 Dece
ber 2010)

10Gbps Ethernet

The evolution of 10Gbps technology will expedite the adoption of iISCSI SAN in largeaerganiz
tions and play an increasingly important role in NAS and clustered storage environments.

Long term, the availability of 10Gbps Ethernet will spur interest in BEBHESCSI SAN, with

FCoE being the preferred alternative for many large enterprises with FC SANSs. IDC expects a
modest shift of some revenue from FC to the iISCSI SAN segment in out years, with F@eE beco
ing more important in storage in 2011.

Worldwide Eerprise Storage System2@DUBorecast Update: December 2010 (IDC#226223 Dece
ber 2010)

While the overall market revenue saw a substantial decline, the iISCSI SAN segment posted a
healthy factory revenue growth rate, 24.4% YoY in 2009. While thid gatevth was slower than

in previous years for this segment, it was still a good indicator of end user interest in the Ethernet
based alternative to, generally, more expensive FC SAN

-Worldwide Disk Storage Systems 2009 Vendor Share: YeaiG#R584W [iEcember 2010)
IDC forecasts that of the established segments, iISCSI SAN will grow to be a $4.9 billion dollar
market, at a 9.04% compound annual growth rate (CAGR) for the2P@%1period. iISCSI SAN

is also forecasted to grow at a higher nate the established than Fibre Channel (0.65% CAGR)
and NAS (7.34% CAGR)

1DC Forecast Pivot
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Protocols by Annual Sum of Customer Revenue (USM$)

Protocols by Revenue (USM$)

$14,000 -
—DAS

$12,000 -

= ESCON/FICON

: — —
2 SR80, / — Fibre Channel
i $8,000 - e ECOE
»
% $6,000 - = |nfiniband
@ $4,000 - em—ISCSI
$2,000 - —NAS

4# Switched SAS

$0 T 1 T T T T 1
2009 2010 2011 2012 2013 2014 2015

Source: IDC

Protocol 2009 | 2010 | 2011 | 2012 | 2013 | 2014 | 2015 2%1/3(\}61;

DAS $10,473 | $11,333 | $11,425 | $11,483 | $11,373 | $11,237 | $11,299 0.1

ESCON/FICQ $664 $700 $631 $575 $545 $504 $481 7.2

Fibre Channg  $9,181 | $10,193 | $10,558 | $10,923 | $11,008 | $10,816 | $10,529 0.7

Fibre Channg

over Ethernet $23 $129 $322 $635 $1,000 $1,507 130.2

(FCOE)

Infiniband $53 $260 $352 $417 $491 $561 $590 17.8

iSCSI $1,874 $2,709 $3,185 $3,600 $4,052 $4,526 $4,910 12.6

NAS $3,702 $5,406 $6,006 $6,501 $7,034 $7,439 $7,704 7.3
1 q

?&ghse:Ns)A‘ $127 $153 $168 $200 $230 $261 $289 13.6

SourcelDC, reprinted with permission
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Protocols by AnnualSum of Terabytes (TB)
Protocols by Terabytes (TB)
40,000,000,
—DAS
35,000,000
—— ESCON/FICO
30,000,000 -
=—TFibre Channel
25,000,000
———FCOE
20,000,000
= |nfiniband
15,000,000 -
e SCS|
10,000,000 -
—NAS
5,000,000 -
- Switched SAS
O T T T T T 77|7/| 1
2009 2010 2011 2012 2013 2014 2015
Source: IDC

Annual

2010
Protocol 2009 2010 2011 2012 2013 2014 2015 15
CAGR
DAS 4,122,487 | 6,430,702 | 9,151,908 | 12,845,016 | 17,991,661 | 24,923,806 | 33,927,686 39.5
ESCON/FICQ 162,947 234,462 308,371 386,632 517,702 700,648 995,693 335
Fibre Channe 3,207,733 | 4,612,718 | 6,882,335 | 10,013,628 | 14,184,303 | 19,707,653 | 26,659,284 42.0
Fibre Channg
over Ethernet 17,521 71,971 227,173 682,544 1,648,667 3,629,966 190.6
(FCOE)
Infiniband 27,312 79,891 153,748 255,605 421,900 676,586 1,005,964 66.0
iSCSI 900,432 | 1,657,018 | 2,801,610 4,438,713 7,186,983 | 11,725,440 | 18,337,428 61.7
NAS 1,906,285 | 3,141,448 | 5,044,362 8,109,973 | 12,784,235 | 20,021,300 | 30,701,486 57.8
T q
(Ss\lilal‘tglgegNS)A\ 93,253 129,788 174,808 284,321 451,896 717,717 1,087,626 53.0

SourcelDC, reprinted with permission
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ISCSI Technology and Definitions

Internet SCSI (iISCSI) is an indussitgndard developed to enable transmission of SCSI block sto

age commands and data over an existing IP network by using the TCP/IP protocol. The encaps

lated SCSI commands and data can be transmitted over a local area network (LAN) or a wide area
network ( WAN) . As with traditional SCSI, anai SCSI s
toro residing omntdhatappelaistabinen isarget 06 resid

Initiators

Initiators are host servers that need access to storage resbigce keeping with the standard

SCSI protocol where initiators issue commands to storage devices and wait for replies.aSCSI initi
tors are included with @reavailable for every major desktop and server operating system. iSCSI
initiators can be impmented in software such as in the operating system or in hardware such as in
a network adapter. iSCSI initiators can access multiple targets simultaneously.

Targets

Targets are devices that provide storage resources for iSCSI initiators. These ®USW phat-

col for targets by responding to requests from initiators. Targets can be implemented as dedicated
hardware devices such as disk arrays or as combination hardware and software in a server or appl
ance solution. Targets can respond to multif@&Si initiators simultaneously.

iISCSI Qualified Name (IQN)
Every iSCSI initiator and target has a unigue iSCSI qualified name (IQN). The IQN is the standard
way of identifyingSCSlinitiators and target3.he official standard for IQN naming is listed in
RFC 3720 Some iSCSlI initiator and target configuration applications do not require rigid adhe
ence to standard IQN naming rules. Examples of standard IQ naming are listed below.
1 ign.199105.com.microsofimrtksrvrb.lab.demartek.com
1 ign.199105.com.microsoft:dmrikrvig
1 ign.199208.com.netapp:sn.118050892

Some iSCSI initiator target configuration applications can use an IP address instead of an IQN.
However, best practice is to use the IQN so thia iR address of the initiator or target changes,
the iISCSkessiomogon sequences do not have to be changed.

ISCSI Session

Sessions are established between iSCSI initiators and iSCSI targets when the iSCSilrinitiator pe
forms a Al ogono or Oriteestablished,th®N amd IR dddrastfe- t ar get .
mationof the initiator and target for each session are maintained.

Multi-Path 1/0 (MPIO)

Many targets support multipath /0 (MPIQO) in an iSCSI session that udgslenP addresses on

the initiator, targetor both.MPIO can be used for failover or ldadancingMicrosoft provides a

general multipath driveknown as MPIO, which works for iSCSI, Fibre Channel and SAS inte

facesMPIO is a feature thatcan besih al | ed fr om t he tfieSatvdrMarggat ur es o
er for Windows Server 2008 R&bme targets require the installation of special drivers or device

specific modules (DSM) on the initiator host to support MPIO.
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Multiple Connections

Some targets supg multiple connectionssing the same initiator and target IP addnétbsn the
same sessigwhich may improve performanéenerally, MPIO and multiple connections are not
supported at the same time for the same target.

Challenge Handshake Authentication Protocol (CHAP

CHAP is a protocol that iISCSI initiators and targets can use to authenticate with each other using a
shared secret (similar to a passw@idAP can be either oagay or mutual. With oneay CHAP,

one sidauses the shared secret to compute avagehaskhatis transmitted to the other sider-

ing the login proces$he other side computes a hash of its shared secret and if the hash matches,

it accepts the authentication from the sender. With mutual CHA#, sides perform this oper

tion to authenticate each othéthis provides additional authentication security above and beyond
what may be present using TCP/IP.

Although not required for iISCSI operation, thesbpractice is to use amay CHAP at a min
mum and mutual CHAP for higher levels of security.

IPsec

IPsec authenticates and encrypts the paakits IP packet laysent betweethe iISCSinitiator
andiSCsSiltarget Beginning with Microsoft Windows Vista and Windows Server 2008, IRsec co
figuraion works with the Windows firewall and group policy.
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Networking Technologies

Because iSCSI operates over TCP/IP and Ethernet, it is important to understandfstnesal
networking conceptSome of the technologies mentioned below apply to Ethernet networking in
general and specifically for iSCSI.

Line Speed

In theory, iISCSI can use any speed of Ethernet, however the best practice is to use gigabit Ethernet
or faster. We have tested iISCShg WiFi in the Demartek lab, and it does work. However we do

not recommend using iISCSI over#in enterprise environmenfsr security performanceand

latency reasons

10Gb Ethernet (10GbE) prices are slowly dropping, making it a viable ebpasally in virtla

ized server environments. The big server vendors are beginning to offer 10GbE as an option on the
newer server motherboards, which we believe will increase the adoption ofSdi@Even plan

to offer a choice of copper or fikmatic connectors.

Cabling

Because iSCSI runs over Ethernet, the iSCSI cabling requirements are the same as they are for
Ethernet. For gigabit Ethernet, Cat5E or Cat6 cabling can be used. For 10GbE, Cat6a and Cat7
cabling can be used and Cat6 cabling candzeuwsto 55 meters. Fibaptic cabling can also be

used in gigabit and 10GbE environments.

Additional copper and fibesptic cablingand connectodetails for iISCSI and other storagerinte

faces are available on fbemartek Storage Interface Comparigsage on the Demartek website

This reference page canalsobefduyd s ear chi ng t he Storage laterfacet f or
Comparisod u s i n gnoaminternetesdath engine

Network Adapters and Features

The best practice for iISCSI is to use a good stasemetwork adapter in order to achreliable
performance. In the past, we tested iT@hge workloads using cheap destegs network
adapters that did not support many of the features listed below, and found that the performance
was poarln some cases under heavy load, the host server froze and Weeydalgcover was to
power of the server and start it. The same iISCSI storage workloads ran well when using server
class network adapters.

Good server clasgstwork adapters implement masfithe folowing features and provide various
degresof hardware astance. It isecommaededthatthese types oietwork adapters be used for
iISCSI trafficWe tested severbGb and 10Gmetwork adapterfsom several vendatisat work

wdl with iISCSI solutionseach having separate section in this guide:

1 Broadcom 1 Intel
M Chelsio 1 QLogic
1 Emulex
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Jumbo Frames

Jumbo frames (jumbo packets) can be used to allow more data to be transferred with each Ethernet
packet, reducing server overhead for things as protocol, checksums, etc. The standaiid max

mum transmission unit (MTU) payload size in an Ethernet packet is 1500 bytes. Thenmost co

mon size for jumbo frames is 9000 bytes. Depending on the manufacturer, some network devices
support jumbo framsizes in the range of 4000 bytes to 14,000 Bytabo frames are typically
supported with 1GbE and 10GbE switcmedwork adapterand iSCSI targetbut are not geme

ally supported with fast Ethernet (100Mb/s) devices.

When jumbo frames are usede ttame packet size setting must be set in all the adapitehes
and iSCSI targetn the data patlin order for them to be successfully transmitted and received

ReceiveSide Scaling(RSS)

Early TCP/IP implementations did not handle multicore systamperly but routed all incoming

packets t@ne core of theystem. Recei@gde 8 al i ng, someti mes K-nown as
ances incoming packet handling across the CPU cores and requires some intelligende in the ne
work adapter to be supported. RS&Pport is a recommended best practice for iISCSI.

Al s 0o sSeatbleNeteorking Pack not es bel ow.

Partial Offload Functions

Most good servefass network adapters support a number of partial offload furtttmsclude
hardware assistance for sestedélesiinctions needed for TCP/IP processing. These include:
1 TCP and UDP checksum offload
1 Large &ndOffload(LSO)
1 Large RceiveOffload

These partial offload functions may support IPv4,, ibhgoth.

TCPChimney Offload

TCP (himney offloagdalso known as TCP/IP Offload Engine (TCiEgnsfers TCP/IP protocol
processing from theostCPU to a network adapter that supports full TCP/IP offload processing
sometimes known as a TOE cd&dth TCP/IPv4connections and TCP/IPv6 connections can be
offloaded if the network adapter supports this feature.

TCP Chimneyoffload may nobe able t@oexist with other applications or services that rely on
loweHevel networking servic&ervices that may not Haeato take advantageT™EP Chimney
offload include IPsec, network load balanangl others.

In Windows Server 2008 R2 the defdaghaviordor adapters that support TCP/IP offload are:
1 On 10 GbE network adapters, TCP coctitns are offloaded by defa
1 On 1 GbE network adapters, TCP connaediare not offloaded by default

To offload TCP connections on a 1 GbE network adapter, you must explicitly enable TGP offloa
ing which can be performed by using the fAnetshoa
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Al s 0o sSeamblé&letwerkinfyPacdk not es bel ow.

Virtual Machine Queue

Virtual machine queue (VMQ) ésfeaturdound in some network adapters that works egttvers
running Windows Server 2008 R2 with HyeVMQ offloads some of the packet handling and
sorting requiredn aHype#V virtual machine environmengnabling data packetshie delivered
directly to the guest virtual machingh minimal handling by the hypervisasing Direct

Memory Access (DMA) techniques.

For guest virtual machines running \&aws 7 or Widows 8rver 2008 Rzhis feature is aat

matically supported. For guest virtual machines running Windows Vista or Windows Server 2008,
the integration services setup disk must be installed. Guest virtual machines runningrearlier ve
sions of Windows do naupport VMQ.

iISCSI Offload

Some servetass network adapters support iISCSI offlhith is a combination of the stateless
offload functionsTCP Chimneyoffload, and the iISCSitack offload. These network adapters, in
effect, become host bus adapters (HBAs), and appear to Windows as storage controllers.

Because these adapters offloadeat dealf the network processinidpey can reduce overall host
CPU utilization while praiding excellent performance.

There were relatively few of these for iISCSI offload adapters for 1Gb Ethernet, but with the growth
of 10Gb Ethernetserver virtualization, and multicore sensargeral vendors are now providing
10Gb iSCSI offload adapteWe tested some of these adapters for this report.

NetDMA

NetDMA offloads the network subsystem memory copy operation to a dedicated DMA engine.
NetDMA must be enabled in the BIOS and cannot be usedl@ithChimney offload.

Al s 0 sSeawbleNetwbingPack notes bel ow.

Scalable Networking Pack

In 2006, Microsoft releaseédh ecaldbl8\NetworkingPacld f or  Wirver @0d3vesd Vg

dows XP 648it. This free download includd®eceivé&ide ScalingfCP Chimney offload and

NetDMA supportThese features became a standard part of the operating system beginning with
Windows Server 2008.
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ISCSI Initiators

The primary interface from a host server into the iISCSI infrastructure is the iSCSI ifitiator.
iISCSI initiators can be implementedsioftware or hardware. Software initiators can be provided
in the operating system or through thixarty applications. Hardware initiators are usuallygbrovi
ed with specialized network adapters. The hardware initiatmabyprovide their own TCP/IP
stackand iSCSI stack.

Microsoft iISCSI Initiator

Beginning with Windows Vista and Windows Server 2008, the iSCSI initiator was included as part
of the Windows operating system. For older versions of Windows, including Windows 2000, Wi
dows XP, and WindowsI8er 2003, the Windows iSCSI initiator was available as a free download.

The iSCSinitiator on Windows operating systems is available with a conimainterface and a
graphical user interface (GUI). Other operating systems such as Linux and UNIX variants include a
commandine interface to the iSCSI initiator. Graphical user intar$afor the iISCSI initiator in

these other environments asoavailable.

The iSCSI initiator interface is used to discover iSCSI targets, establish sessions with iISCSI targets
and make other configuration adjustments for the iISCSI seBsioartek haproduced a short

video highlighting the Microsoft iISCSI initiaigraphical usanterface from the perspective of a
10yeawld girl. This video is available on tbemartek channebn YouTube.

With Windows 7 and Windows Server 2008 R2, Microsoft iSCSI initiator has several tabs,
which are:
i Targets has the Quick Connect option and provides for regular connection and-disco
nection options. The Targets tab also allows the properties for thetmntebe que-
ried and provides details about the iISCSI devices.
9 Discoveryi provides the list of iISCSI targets for discovery purposes and allows far registr
tion with an iISNS server
9 Favorite Targets provides the list of favorite targets that will aatiically be connected
when the computer restarts
1 Volumes and Devicasprovides the list of volumes and devices associated with SCSI ta
gets andjiveghe option to have theolumeautomatically mounted when the computer
restarts
1 RADIUS T provides a listf RADIUS servers that should be used to perform autlaentic
tion of iISCSI connections
1 Configurationi provides the full IQN for this initiator and is the location for the CHAP
and IPsec settings

The Microsoft iISCSI initiator suppeaiPv4 and IPv6.
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Quick Connect

The Microsoft iISCSI software initiatorprod e s an opt i onorkmeaitp® as A Qui c
forms the iISCSI logon to an iSCSI target with a minimum number of keystrokes and mouse clicks.
This is intended for connections to storage deviceddhadt require advanced settings.

The user enters an IP address onthe firstsaden c ks A QWi akhdComerescsttcond
shows the results of the immediate logre LUNs or disk volumes are immediately madeaavalil
ble to the host server anceaeady to be formatted, etc.

i5CSI Initiator Properties [ =]

Targets | Discovery I Favorite Targets I Volumes and Devices I RADIUS I Configuration I
 Quick Connect

To discover and log on to a target using a basic connection, type the IP address or Quick Connect E
DNS name of the target and then dick Quick Connect.
Target: I 10.0.1.91] Quick Connect... | Targets that are available for connection at the IP address or DNS name that you
- provided are listed below. If multiple targets are available, you need to connect
~Discovered targets to each target individually.
Refresh | . . . .
Connections made here will be added to the list of Favorite Targets and an attempt
Mame | Status -~ to restore them will be made every time this computer restarts,
iqn. 1986-03.com.hp:storage.p2000g3. 105111bb3d Inactive
ign. 1991-05, com. microsoft:dmrtk-srvr-h-target Inactive Discovered targets
ign. 1221-05, com.microsoft:hp-x 1600-dmrtk-c-vm 1-win-t... Inactive
ign. 1991-05, com. microsoft:hp-x 1600-dmrtk-srvr-b-target  Inactive - Name
ign. 1991-05. com.microsoft:hp-x 1600-dmrtk-srvr-e-target  Inactive
ign. 1991-05. com.microsoft:hp-x 1600-dmrtk-srvr-f-target  Inactive
ign. 1951-05. com.microsoft:hp-x 1600-dmrtk-srur-g-target  Inactive
ign. 1951-05. com.microsoft:hp-x 1600-dmrtk-srvr-j-target  Inactive -
o frtinogedileo I_»l_l
To connect using advanced options, select a target and then T |
dick Connect. —
To completely disconnect a target, select the target and Disconnect | [rELEs
then dick Disconnect. — Immediate Login Succeeded,Persistent Login failed, target will not be available
after system reboot
For target properties, induding configuration of sessions, Properties... |
select the target and dick Properties, =
For configuration of devices assodated with a target, select Devices... |
the target and then dick Devices. =

More about basic ISCSI connections and targets
Conneck | Done |

0K I Cancel Apply
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Standard iSCSI Login Process

The standard login procasses several of the tabs shown on the Microsoft iISCSI initiater inte
face. These can be used to provide additional options for login and subsequent connections.

A typical logon process uses the discovery and targets tabs to establish a connection with an iSCSI

target.
1. Enter the IP address of the iSCSI target irfibiscoveiPortalo section of théDiscovery

tab
2. Connect to the iSCSI target on thtargetétab

Step 1i Discovery

iSCST Initiator Properties [ x|
.TargetsFavorme Targets | Volumes and Devices I RADIUS I Configuration I

Discover Target Portal E

Target portals
The system wil look for Targets on following portals: H Refresh Enter the IP address or DMS name and port number of the portal you
want to add.
Address | Port | Adapter | 1P address |

To change the default settings of the discovery of the target portal, dick
the Advanced button.

IP address or DNS name: Port: (Defaultis 3260.)

To add a target portal, dick Discover Portal. Discover Portal... | | I 10.0.1.81 i I 3260
To remove a target portal, select the address above and Remove
then dick Remove. — Advanced... | oK I Cancel |

iSNS servers iSCSI Initiator Properties B

. - S . Refresh r =
The system is registered on the following iSNS servers: — Targets Discovery IFavnritE Targets | Volumes and Devices I RADIUS I Configuration I
MName
Target portals

The system will look for Targets on following portals: &I
Address | Port | Adapter | IP address I
10.0.1.91 3260 Default Default

To add an iSNS server, didk Add Server. Add Server...

To remave an iSNS server, select the server above and Remove

then dick Remove. -
To add & target portal, dick Discover Portal. i Discover Portal... |

To remove a target portal, select the address above and Remove |
then dick Remove. —

More about Discovery and iSNS

[~iSNS servers
The system is registered on the following iSNS servers: Refresh |

MName |

oK | Cancel | Ap)

To add an iSMS server, dick Add Server, Add Server. .. |
To remove an iSNS server, select the server above and — |
then dick Remove. —

More about Discovery and iSNS

oK Cancel Aoply
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Step Zi Connect

These steps show an iSEfFin using a single path between the initiator and target. Multiple paths

may al so be speci fi edpabtyh oc hbeocxk i anngd tehnet efirE nnagb | sep ¢
target IP addresses to be used for eachTpéitte dvanéed button allows foseting advanced

options such as CHAP, IPsec, RADIUS authentication settings, etc.

i5CSI Initiator Properties [ %]

Targets |DiSCOVEI’Y I Favorite Targets I Wolumes and Devices | RADIUS | Configuration I

 Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target: I | Quick Connect. .. |

[ Discovered targets

Refresh I

Connect To Target
Mame I Status |

ign. 1991-05. com.microsoft:dmr tk-srvr-h-target Inactive

Target name:

gn. 1991-05.

¥ Add this connection to the list of Favorite Targets.

This will make the system automatically attempt to restore the
connection every time this computer restarts.

[~ Enable multi-path

To connect using advanced options, select a target and then

3 Connect
dlick Connect.
Advanced... | QK I Cancel
To completely disconnect a target, select the target and Tt |
then dick Disconnect. —

For target properties, induding configuration of sessions, ST |

select the target and dick Properties. SEE

For configuration of devices associated with a target, select T iSCSI Initiator Properties ®
the target and then dick Devices. = L =]

Targets IDismvery I Favorite Targets I Volumes and Devices | RADIUS I Configuration |
Quick Connect

Mare about basic iSCSI connections and targets To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target: Quick Conneck. .,
Discovered targets

oK I Cancel Apply Refresh |

MName I Status |
ign. 1991-05.com.microsoft:dmrtk-srvr-h-target Connected

To connect using advanced options, select a target and then

dlick Connect.

To completely disconnect a target, select the target and Disconnect
then dick Disconnect. —

For target properties, induding configuration of sessions, Properties...
select the target and dick Properties. Ziis

For configuration of devices associated with a target, select Deveee |
the target and then dick Devices. =

Mare about basic iSCST connections and targets

OK Cancel Apply
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Hardware Initiator s

Hardware initiators may provide their oapplicationinterface directly to thedaptehardware
for performing login and other iSC8lanagement functions, or may use the Microsoft iISGSI sof
ware initiator interface as a front end to their hardware.

Hardware Initiators that use the Microsoft Initiator Interface

In this example, notice that

the Chelsio adapter is listed = c.eral | tosec |
as the local agter in the

Microsoft iSCSI softwareiin
tiator interface Here the M- Local adapter:
crosoft iISCSI software irati Initiator IP: f10.0.7.141 =
tor is merely acting as a front | target portal 10
end interface for the Chelsio

—Connect using

ICheIsio Terminakor 3 51251 interface on Erharnet MAC DD:D?:4j

management software and [ Eneaen

adapterFull details regarding | Bstadi=st I Hoader dgest

the_ Chelsio ad_aptesrreloca— [ T a—

ed in theChelsioadapteise- ~ CHAP Log on information

tion beIOW. CHAP helps ensure conneckion security by providing authentication between a karget and
- A initistar,

Ta use, specify the same name and CHAP secret that was configured on the target For this
initiator, The name will defaulk to the Initiator Mame of the syskem unless another name is
specified,

Iarme: I ign, 1921-05. com, ricrosoft: dmrtk-sree-j

Targek secret: I

I~ Perfiorm mubual suthentication

Tio use mutual CHAR, either specify an initiator secret on bhe Configuration page or use
RADILS,

™ Use RBDIUS ko generate user authentication credentials

™ Use RADIUS ko authenticate target credentials

Ok I Cancel apply
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Hardware Initiators that use their own Native Interface

In this example, the Emulex iSCSI offload adapter is managed by its owre skifiovain as
OneCommand ManagerThis software mages the iSCSI initiator including all the login amd ta
get discovery options. The software provides additional features and is explairechiretke

adapter sectiobelow.

OneCommand{TM) Manager [_[0O]

File Wew Port Discovery Batch Help

FEeEmE [

:‘32 H_osts

(-l DMRTK-SRUR-D

[ OneConnect OCell1100
s Port O

]
LN L

iqn. 1991-05.com. microsoft: dmrtk-srvr-

[ TR
(=)=l Port 1
&M 00-00-C9-BB-16-9A
= B 00-00-C5-EB-16-58

1SS Statistics I i5CST Initiator Login Options | ISCSI Target Discovery

Statistic

Value

Portal Count

& Mp 0-00-Co-BE-16-96 T
=2 % 00-00-C9-BB-16-97 Mode Count 1
= 3 [qn. 199105 commicrosaft dmtharar d] | (oonon faunt &
£ Iqn, 1986-03.com.hpistorage.pa0ongs, | [oooon Failure: Court o

L Last Session Failure Type \CtherErrors

Last Session Remote Nods Mame

iign. 1991-05, com,microsoft: hp-x 1600-dmrtk-srvr-j-target

Session Digest Errors

a

ign. 1991-05. com.microsoft:hp-x 1600-c SESS!EH Connection Timeout 0

Lo Ses.smn }:nrmat Errars o

ian, 1992-08 .com.netappisn. 11805089 | [-odin Falures 1908
Last Failure Time 10460

Last Failure Type

LoginAutharizationF ailure

Last Target Failure Mame

ign. 1991-05, com.micrasoft: dmrtk-srvr-h-target

Last Target Failure Address

10.0.7.93

- E8  ign,1991-05,com.microsoft:dmrtk-srer-d Login Accept Responses 18
- LPe11002-M4 Login Other Fail Responses o
[ Port 0: 10:00:00:00:C3:64:81:78 Login Redirect Responses o
© g Port 10 10:00:00:00:C9:64B1:79 Login Authentication Fail Responses 1908
Login Authentication Failures ]
Login Megatiation Failures ]
Logout Normals 12
Logaut Others o
Port Row Status 1
Portal Role ]
Portal Protocal ]
Portal Tag 1255 =
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ISCSI Targets

iSCSiltargets are available from many server and storage vendors, and span the full range from very
low to very higlend storage systems. Some of these storage solutions are based on the Microsoft
iISCSI target software and run on a Microsoft Windows servarmiaGome solutions run on an
appliance with its own operating system and storage behind it. Some solutions are in the form of
traditional disk arrays. Some of these disk arrays are poampjbk® iISCSI only, and others have

iISCSI as one of several idles of host interfaces.

Hardware Targets

Several complete iISCSI storage solutions are included in the storage targatedegticBome of
these solutions are targeted toward small and medium business, while others are targeted at ente
prise data centg. There is a separate secfiothis reportfor solutionsfrom:

1 HewlettPackard (HP)

1 NetApp
1 Xiotech

Software Targets

Ordinary servers can be made iI®6SI targets by implementing iISCSI target software aind ded
cating some of that ser ve Sditwarestdrgets @moyide agreat t he i S
deal of flexibility in the ways they can be implemented. For extiveplean be clustered and

scaled to any size that is supported by the operating system. In addition, the software targets can use
either lowend or higkend storage systems behind the software tangghtsas direct attachedrsto

age or other SAN storage. Advanced features stegiieation, compression,-daplication, @-

cryption or others can be combined with software targets.

There are several iSCSI target software solutions available today. ForMicGognéreleased its
iISCSI Software Target version 3.3 in April 2011.
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Microsoft iISCSI Software Target

We installed the Microsoft iSC&irget software version 3.3@one of our existing Windows
Server 2008 R2 platfornhe Microsoft iSCSI software target managemenirpfitg into Server
ManagerWe configuredhe software target to provide storage for several iISCS| elesit®wn
below

1
B server Manager =] E3

File Acton View Help

A a7 Il N

N Server Manager (DMRTK-SRVR+) Disk Management  V ist +Gra Actions
5 Roles "
Eﬁ Features Volume Layout | Type | File System | Status Capacity Free Space | % f [NESLETEN L LS

i Diagnostics s (D) Simple Basic NTFS Healthy (System, Active, Primary Partition) 59.62 GB 27.22GB 46

More Actions 4
aﬁ Configuration (Ca 24drive_SAS_Array (G:) Simple Basic NTFS Healthy (Primary Partition) 1623.256G8 637.61CB 42
5 2 storage (8 0S-W2KBR2 (C:) Simple  Basic  NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 59.52GB  20.30GB 34
g Windows Server Backup (CwPagingDisk (E:) Simple Basic NTFS Healthy (Active, Primary Partition) 119.24GB  60.26 GB 51
[ s Microsoft iSCST Software Target | C® System Reserved (F:) Simple Basic NTFS Healthy (Primary Partition) 100 MB 70MB 70

= @} iSCSI Targets

[ DMRTK-SRVR-8
=] DMRTK-SRVR-C 4 | |
[ DMRTK-SRVR-D
B DMRTK-SRVRE _pDisk 0

=) DMRTK-SRVR-E-160s Basic [System Rese || (D) 05-W2KBR2 (C:)

B DMRTK-SRVRF 119.24GB 100MBNTFS || 59.52 GB NTFS 59,52 GB NTFS

[m DMATK-SRVR-G Online Healthy (Primar | |Healthy (System, Active, Primary Partitic ||Healthy (Boot, Page File, Crash Dump, Pi
[ DMRTK-SRVR-I

B DRTKSRYR-) ; - 1
[ DMRTK-WKS-D —Disk 1 — - -

Basic PagingDisk (E)
=} yM-D-W2KE-B 119.24GB 119,24 GB NTFS
=9 Devices Online Healthy (Active, Primary Partition)
=] ﬁ Snapshots
Active Snapshots
Schedules \—=Disk 2
1= Disk Management Basic 24drive_SAS_Array (G:)
1628.25 GB 1528.25 GB NTFS
Online Healthy (Primary Partition)

M Unallocated |l Primary partition

There is also a separate Microsoft iSKtBwarelarget application found under Administrative
Tools that can be used to manage the iSCSI softwarestargehment

F= iSCSITarget - [Microsoft iSCSI Software Target\iSCSI Targets]

File  Action View Help
= |#m o= HF

Ef‘ Microsoft iISCSI Software Target iSCSI Targets
0l
Ei

El CSI Targets

| DMRTK-SRVR-B Target Name = Description Status

DMRTK-SRVR-C | B pvRTK-SRVR B DMRTK-SRVRB Tde
OMRTK-SRVR-D DMRTK-SRVR-C DMRTK-SRVR-C Idie
DMRTK-SRVR-E DMRTK-5RVRE-D DMRTK-SRVR-D Ide
DMRTK-SRVR-E-1Gbs DMRTK-SRVR-E DMRTK-SRVR-E Idle
DMRTK-SRYR-F DMRTK-SRVR-E-1Gbs DMRTK-SRVR-E-1Ghs Logged In
DMRTK-SRVR-G DMRTK-SRVR-F DMRTK-SRVR-F Logged In
DMRTK-5RYR-T DMRTK-SRVR-G DMRTK-SRVR-G Logged In
DMRTE-SRYR-1 DMR‘I‘K—SF‘.'@'R-I RedHat RHELG server Logged In
VM-D-W2KE-B DMRTK-SRVR-J DMRTK-SRVR-J Ide

= Devices [ ym-D- 2KE-B VM: SRVR-D Guest B Idle

@ Snapshots
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A wizard is used to create individual storage targets that can be assigned to individualaSCSI initi
tors.A second wizard is used to create the virtual disk for that iISCSI initiator.

Step 1i Create the individual storage target

Create iSCSI Target Wizard [ x| |

s Welcome to the Create iSCSI
|. Create iSCSI Target Wizard

iSCSI Target Identification
Specify a name and description to identfy the iSC S| target you want to create.
Create iSCSI Target Wizard
§ i5CS5| Initiators Identifiers
ISCS| targst name: Ezch iSCSI target should have at least one identifier.
DMRTK-WKS-D
Description: ’ " B . A .
- Identifiers allow the iSCSI target to identify the iSCS| initistor requesting access.
DMRTK-WKS-D| Typically, the i5C51 Qualified Name (IGMN) of the initistor, but the DNS domain name, [P

address, and MAL address can also be used

QN identifier:
qun 1591-05 com microsoft dmirtk-whs-d| Browse... |

To use the DNS domain name, IP address, MAC address, or ancther IGN as an
additional idertifier, click Advanced

Advanced. .. |

<Previous Next > Cancel |

Step Zi Create the Virtual Disk that becomes the storage for the individual initiator

Create Virtual Disk Wizard

Welcome to the Create Virtual
Create Virtual Disk Wizard

‘You can create a vitual disk using a new file.

File

Create Virtual Disk Wizard
An i5CS| virtual disk is created as a vir Size
aniSCS| virtual disk, type the full path Specify how much space on the volume to use for the virtual disk.
Fle:
G:\Virtual_Drives\VHD_WKS-D.vhd| Eoid ey 159 TB
687.61GB

Currently available free space:

Size of virtual disk (MB}: 76800

Create Virtual Disk Wizard [ <]
Description
A description helps identify the virtual disk

Virtual disk description:
DMRTK-WKS-D 75GE LUN|

<Previous MNeodt > Cancel
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Internet Storage Name Service(iISNS

The Internet Storage Name Service (iISNS) protocol is used for interaction between iSNS servers
and iSN&lients to facilitate automated discovery, management, and configuration of iISCSI devices
on TCP/IP networks. It can also be used to discover Fibre Channel devices using iFCP gateways.
The Microsoft iISNS Server only supports the discovery of iISCSl.devices

DeployingSNS is not required for basic iSCSI functiondlityyeverits value increases as the
number of initiators and targets in the iISCSI SAN fabric increédsesw iISCSI initiators are

added to the fabric, they can be provided with the Edx\&r IP address which allows thenuto a
tomatically discover all the available targets without having to manually discover eaclatarget sep
rately.

The i SNS is a feature that can theSernerrMartaget | ed fr
forWindows Server 2008 R2. Simply chechoxanche fdil nter
proceed with the installatioRor best results, the iISNS server should be a member of a,domain

although other servers using the iSNS service do not have to be membemnsaifia d
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Windows Storage Explorer

Windows Storage Explorer is a management application found under Administrative Tools on
Windows Servers that can display the iSCSI initiators and targets that have been discovered in the
iISCSI SAN fabric via the iSNSwsar The following screenshot was taken from the Storage-Explo

er running on the iISNS servesed in the preparation for this report.

The registered nodes include iSCSI initiators running on physical and virtual servers and iSCSI

targets. Some iSCSI taggare listed only once and other iSCSI targets have separate entries for
each logical target that has been configured.

Eile Action VMiew Window Help | _|ﬁ'|i|
LA EEIEY
[_1 Console Root

[EREl} S torage Explorer (DMRTK-SRVR-B)
=l 3% Servers

MName | | Actions

.-ﬁ’jSer\rers

Storage Explorer (DMRTK-SRVR-B) &

@ Fibre Channel Fabrics | [
-j DMRTK-SRYR-B.lab.demartek.com @ isCsI Fabrics Refresh SANM View
'y DMRTK-SRVR-H.DEMARTEK - ;
id| Conmect to...
-j HP-X 1600.lab.demartek. com

'y VM-D-W2K5-B.vmd3.demartek.com
3 g:gﬁig:i:gﬁ:’:ﬁi‘; Mew Window from Here
-:J DMRTK-5RVR-1,DEMARTEK
-j DMRTK-5RVR-E,.DEMARTEK
Q! Fibre Channel Fabrics Help
(= @ isCsI Fabrics
[ & iSNS:DMRTK-SRVR-B.lab. demartek, com
E 'Zg Registered Nodes
¢ ign.1992-08.com.netapp:sn. 118050892
¢ ign.1992-08.com.netapp:sn. 135091234
:J ign.1991-05.com.microsoft:dmrtk-srvr-h
=¢ ign.1992-08.com.netapp:sn, 135051310
¢ ign.1986-03.com.hp:storage. p2000g3. 105111bb3d
Z¢# ign, 1991-05.com.microsoft:hp-x 1600-pseudo-target
= ign, 1991-05.com.microsoft:hp-x 1600-vm-d-w2k8-b-target
=¢ ign.1991-05.com.microsoft:hp-x 1600-f2fabaa?3a 1-target
¢ ign.1991-05.com.microsoft:hp-x 1600-dmrtk-srvr-b-target
Z¢# ign, 1991-05.com.microsoft:hp-x 1600-dmrtk-c-vm 1-win-target
= ign.1991-05.com.microsoft:hp-x 1600-dmrtk-srvr-e-target
¢ ign.1991-05.com.microsoft:hp-x 1600-dmrtk-srvr-f-target
¢ ign.1991-05.com.microsoft:hp-x 1600-dmrtk-srvr-g-target
= ign. 1991-05.com.microsoft:hp-x 1600-dmrtk-srvr-target
j ign.1991-05.com.microsoft:vm-d-w2ka-b. vmd 3. demartek. com
ign. 1991-05. com. microsoft:dmrtk-srur-f
ign.1991-05.com.microsoft:dmrtk-srvr-g
ign. 1991-05.com.microsoft:dmrtk-srvr-
ign. 1991-05.com. microsoft:dmrtk-srvr-e
j ign.1991-05.com.microsoft:dmrtk-srvr-b.lab. demartek. com
= () Discovery Domains
() Default DD [ACTIVE]
= 11 Discovery Domain Sets
¥ Default DDS [ENABLED]

View »

|5 Exportlist...

el

Windows Storage Explorer is availdteserver versions of the Windows operating systeml-1t is a
so available for WindowsProfessional, Enterpriser Ultimate editions as part of the Remote
Server Administration Tools (RSAT) free download. The RSAT download is available at
http://technet.microsof.com/enus/library/ee449470(WS.10).aspx
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Virtualization and iISCSI

iISCSI technology is supported with popular server virtualization solutions such as VMware
vSphere, Microsoft Hyp®t and others. It is especially useful when the ability to move vidual m
chine guests from one physical server to a different physical server is highlySfeSIredn be

used to store the VM image itself and can be used to provide separate volumes or LUNs to that
guest operating system for use by various applications.

From a guest virtual machine viewpoint, iISCSI volumes or LUNSs are straightforward and simple to
access and to use. Most of the major applications that might be running in a virtual mpehine su
port iISCSI storagét. is possible to connect a VM guest diyetctlan iSCSI target without requi

ing any intervention from thieypervisor using either MicrosbfyperV or VMware ESX/ESXi

iISCSI volumes connected in this way can be added or removed without requiring a reboot.

Microsoft Windows Server 2008 R2 with Hyper-V

We used three different methods to configure iSCSI LUNSs for guest virtual machiiésin a
dows Server 2008 R2 wityperV environment. These are:

1. Virtual Hard Disk (VHD) method

2. Passhrough method

3. Direct from guest method

The first two methods rege that the iISCSI volume be managediby be visible tghe hyperis
sor. The iISCSI volume created by the third method is not visible to the hypervisor.

Virtual Hard Disk (VHD) Method

In the VHD method, an iISCSlolume is allocated to the parent (Hygepartition in the usual
mannerwith the Microsoft iISCSI initiator or any other hardware or software iISCSI inifiaier.
iISCSI volume is brought online, initialized and formatted, and folders may be creatsdf

In the Hype#/ manag-

ment role we created Q:M Choose Disk Type
new hard disk using the

2 H pY EBefore You Begin What type of virtual hard disk do you want ta create?
ifAct i onThete p 2
h h H f h _ ' Fixed size
are t ree choices tor t e Specify Mame and Location This bype of disk provides better performance and is recommended For servers running
. . . X X applications with high levels of disk activity, The .whd file is created using the size of the fixed
type Of VH D . leed SIZG, Configure Disk wirtual hard disk. It does not change when data is added or deleted.
H H S . .
Dynam|ca”y expand”’]g Hmmary " Dynamicaly expanding
. . This bype of disk provides better use of physical storage space and is recommended For servers
and leferenCI ng . We running applications that are not disk intensive, The .vhd file is small when the disk is created and

grows as data is writken to it

chose fixed size.

" Differencing

This bype of disk is associated in a parent-child relationship with another disk that you want to
leave inkact. ¥ou can make changes ta the data or operating system without affecting the parent

We placed the new VHD disk, so that you can revert the changes easily,
onto the iSCSI volme are sbout virtual hard disks

we just created, andall

cated 35GB to this VHD.

< Previous | MNext = I Finish | Cancel |

In the Hype®/ manag-
ment rol e, we sel ect a virtual machine that i s
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hard drive under the IDE Controller, and specify the location of the VHD wer@aged on the
new iSCSI volume.

BAsettings for ¥M-D-W2K8-C M= B3
[irr-0-wara-c =l 4 k|G
% Hardware B IDE Controller

":‘ Add Hardware

A BIOS *fou can add hard drives and COJDVD drives to your IDE contraller,
Eoot from D Select the type of drive you want to attach ko the controller and then click Add.

[ [Aemmory
4056 ME DVD Drive

D Processor
1 Wirkual processor

() Hard Drive
WM-D-w2KE-Cvhd

(= i} IDE Controller 1
% DD Dori
- e You can configure a hard drive ko use a virkual hard disk or a physical hard disk after

R Mone wou attach the drive ko the controller,
B SCSI Controller

0 Metwork Adapter
DMRTE-SRYR-D-VMMET

Add

T comt

EIEIN B s ettings for ¥M-D-W2K8-C =
Fcomz

Mome | |vmD-weks-C =l 4 b€

Diskette
H Mone L3 rardware =1 | & HardDrive

A M 1 Add Hardware
|= Manageme & BIOS ‘fou can change how this virtual hard disk is attached to the virtual machine. IF an

T | Mame o operating system is installed on this disk, changing the attachment might prevent the
- WM-D-4 Boot from CD virbual machine Fram starting
2| Integrat I Memary Controller: Location:

Al serui nes e m = Jia |
P D Processor IDE Controller 0 1 {in use)
1 H"I,Eype 1 ¥irtual processor —Media
) Autamat = Il IDE Controller 0 ;’oli.l caE comﬁacf@l or convert a virtual hard disk by editing the .vhd file, Specify the

Restart (& Hard Drive ull path to the file.
T#) Automat W-D-th2KE-C.vhd & yirtual hard disk {.vhd) file:

Save (4 Hard Drive

new_vhd_iscsi.vhd II:'l,VHD'l,new_\-'hd_iscsi.vhd|
(= =i} IDE Controller 1
= ) e | Edit | Inspeck: Browse. ..
% DYD Drive
Mane " Physical hard disk:

¥ 5CSI Contraller
[ Metwork Adapter
DMRTK-SRYR-D-AMNET If the physical hard disk you want to use is not listed, make sure that the
‘}7 COM 1 disk is offline. Use Disk Management on the physical computer ta manage
physical hard disks,

|Disk 2 130.00 GB Bus 0 Lun 0 Target 0 7|

Mone

= comz
Tone

To remave the wirtual hard disk, click Remove, This disconnects the disk buk does not
delete the . vhd file,

[ Diskette Drive
Mone Remove |
& M t
L] Mame
WM-D-WeEkE-C
¥~ Integration Services

All services offered

13| Snapshot File Location
H:iHyper-y —
1B Automatic Start Action
Reskart if previously running ;I

[8]4 I Cancel Apply
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After starting that virtual machine, the n88GBvolume appears in Disk Manager for that virtual
machine.

2 ¥M-D-W2K8-C on localhost - Yirtual Machine Connection [_ O] x|
File Action Media Clipboard Yiew Help

S O0O@OO|NIb| b

E: Server Manager

g _lol x|
File Acton View Help

e | rEHEIREH

i Earver Manager (VM-D-W2K3-C) Disk Management
o Roles

Volume List + Graphical View

g Diagnostics s (C:) Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 19 Mare Actions
3?; Configuration CwSystem Reserved  Simple  Basic  NTFS Healthy (System, Active, Primary Partition) 10

i
[ &5 storage

i Windows Server Backup

1=’ Disk Management

1] |

-
—iDisk 0

Basic System Reserved ()

20.00 GB 100 MB NTFS 19.90 GB NTFS

Online Healthy (System, Active ||Healthy (Boot, Page File, Crash Dump, Primary Partition
“@ipisk 1

Unknown

35.00GB 35.00 GB

Mot Initialized Unallocated

t_E,(]Hmw 0 o
DvD (D)

No Media

=
W unallocated | Primary partition ﬂ

| |
O W
|

Statust Running D P‘l% s

Passthrough Method

The pasthrough method for aticating iISCSI LUNs to guest virtual machireggiires that the
iISCSI LUNbeallocated on the parent partition in the usual manmdrich is similar to the VHD
method The difference isthath e i SCS| LUN i s assigned ¢t-o the g

tion for the guest VM in the Hyp®rmanagemnt role, while the guest is not running.

The i SCSI LUN is given
Controhl ¢he. SCSI Contro
0

t guest by the nAAd
I ct
hard di s k. o0GBMU&N fortresguest.d a

i on, sel ect i H

© 2011 Demartek® R www.demartek.com3 Email: info@demartek.com



DemartekSCSI Deployment Guide 2011
May 2011
Page250f86

1T Demartek

B settings for YM-D-W2KE-B =& E3
[r-D-wezke =l 4 b |G
BIO5 ‘ou can use this setking to add devices to your virkual machine.,
EBook Fram <0 Select the devices you wankt ko add and click the Add button.
[ [Memary
32756 MB Network Adapter
D PTUE_ESSUT Legacy Metwork Adapter
1 ¥Wirtual processor RemoteFs; 30 Yideo Adapter
= I IDE Controller 0
(=& Hard Drive
WM-D-W2KE-B.vhd
[= I IDE Controller 1 et
% DWD i
- e ¥ou can attach virbual hard disks to a SC3I controller to increase the amount of storage
More =nsailahla bn = wivhisl mackine Tnekball Fhe inkanration carvicas in Hha sk anarabina
e Rault] B Settings for YM-D-W2K8-B [ (O]
= B SCSICon .
D ¥ -
s Hard [yr-D-wzke-g =l 4 b |G
Ph =
X ¥5|& Hardware 21| B scslcontroller
w Metwork, H Add Hardware
BroadCo A BIOS ¥ou can add hard drives ta your SCSI controller or remove the SCSI controller From the
& Metwork,  Boatfrom €D R,
) 1066 Em W Memory Click an the Add button ta add & new hard drive ta this SCSI cantroller.
7 comt 32768 MB
; Mane D Processar
7 oM 2 1 Wirtual processor
NUHE (= B IDE Controler 0
H [:\IISKE&E[ () Hard Drive
e YM-D-WEKE-B,vhd
|# Manageme | L IDE Contraller 1 Add
1| Mame : —
e MO 4 DVD Drive
2 Ik " Mane ‘ou can configure a hard drive to use a virtual hard disk or a physical hard disk after
L] :"BDW g I SCSI Contraller wou attach the: drive to the controller,
servic N
. (= ®F 5CSI Contraller
13| Snapshot ) . . )
(s Hard Drive To remove the virtual storage adaprer from this virtual machine, dick Remave

Physical drive Disk 5 55,00 Controller, All virtual hard disks attached to this controller will be remaoved but not

SCSI Controller deistad.

0 Wetwork szt .
RN EX% S ting s for ¥M-D-W2K8-B [_ O]
0 Metwork
w YIM-D-WIKE-B | 4 b |C
. | = .
oMt # Hardware || 4 Hard Drive
Mane "‘A Add Hardware
‘7 coMz & BIOS “ou can change how this virtual hard disk is attached ta the virtual machine. IF an
Mone h St fi o operating syskem is installed on this disk, changing the attachment might prevent the
H Diskett ot from wirkual machine From starting,
ISFELE [ Memory .
Mone 32768 MB Conkroller: Lm:.atlon.
# Manageme D Processar 551 Controller j ID (in use) j
L] Mamne 1 Wirtual processar —Media
Vi-D- = [EE IDE Controller 0 ‘fou can compack o conwert a wirkual hard disk by editing the .wvhd file. Specify the
|| Integrati =4 Hard Drive full path to the file.
All servid - ]
 YMD-WEKE-.vhd  wirbual hard disk {, vhd) Fle:
(= [l IDE Controller 1
% DVD Drive
Mone
= | Edit | Inspect Erowise, ..
ST Contraller
51 Controller & physical hard disk:
(s Hard Drive -
Physical drive Disk 5 55.00 ... Disk 555,00 GE Bus 0 Lun 3 Targek 0 j
CSI Controller is not listed, make sure that the
0 Mebwark Adapter & phiysical computer ko manage
BroadComNic
o Metwark Adapt
" lzg;;mul:f & To remove the virtual hard disk, click Remove. This disconnects the disk but does not
delete the whd file,
T com1
Mone Remove |
" comz
Mone
[ Diskette Drive
Mone o
A M k
L] Mame
WM-D-WEKE-B
_"_ Integration Services
ol services offered x|

. . oK I Cancel | Apply |
After starting that vi
tual machine, the new 55GB volume appears in Disk Manager for that virtual machine.
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2 ¥M-D-W2K5-B on localhost - ¥irtual Machine Connection

File Action Media Clipboard View Help

#O0@OO| N IP|bs

E,, Server Manager : ;IEIEI
File Acton \View Help
&= HmEEE

_5_1__5 Server Manager (VM-D-\W2K3-B)
5t Roles

Disk Management  Volume List + Graphical View | Actions

R e [ oy Ty s S Copty | e e
i Disgnostics o (C) Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partiton) 19.90GB 6.2% More Actions »
'ﬁ;!_ Configuration C#System Reserved Simple  Basic NTFS Healthy (System, Active, Primary Partition) 100ME 72N

B &5 Storage
@ Windows Server Backup
=% Disk Management

4| | 2

LDisk 0 i

Basic System Reserved (c)

20.00 GB 100 MB NTFS 15.90 GB NTFS

Online Healthy (System, Active, P | |Healthy (Boot, Page File, Crash Dump, Primary Partition)

—uDisk 1

Basic

55.00 GB 55.00 GB

Online Unallocated

CD-ROMO L
DvD (D:)

No Media

-

|l unallocated ] Primary partition

| | |
rfstartl E E u:T_»J A T s 5?:22:2211'
|

Status: Running D )u'j J@J o

Direct from Guest Method

The direct from guest method is perforneatirely within the guest operating systitmses the
normal iSCSI initiator steps ofsdi e x|
covering the target portal ancheo
necting to the target in the standar
manner. AS IOng as the guest can ;oeng?;ar?::n settings here are global and will affect any future connections made with
access the target using one of its

.Targets I Discovery I Favorite Targets | Volumes and Devices I RADIUS Configuration |

. An isti i ti to k, but fail if th e tarts
network adapters, thisguess the intintor otherise fres to recomnect to & target.
WOI‘kS the same as It does In phys When connecting to a target, advanced connection features allow spedfic control of a
cal servers. particular connection,

Initiator Name:

Notice that the guest VM nanmse liqn.1991—0E.mm.microsoﬂ:\rm—d—wzks—d.vmd.demartek.com:]
includedas part of the IQN.
The 80GB iSCSI LUN appears as

one of the disks for the guest, but does not appear to the hypervisor in the either the Disk Manager
or the ISl initiator for the hypervisor.

To modify the initiator name, dick Change. Chanae... |
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ot Virtual Machie Cannection
Fla Adun Meda o p———

80000 NI i

T, Server Manage (VRTKSRRD)
= B Roles

Heathy (CEM Parthion)
Meakhy (Bcct, Page e, Crash Cump, Prmary Parthion)
Heaty (rimary Parttion)

Heakthy (Systam, Actve, Prinary Partkion)

Heathy (Primary Parttion)

Status
Feslthy (Boot, Page Fie, Crash Dump, Prinary |
Heslthy (Prmary Partiso)

Healthy (System, Acsve, Prmary Partton)

System Reserved | (C)
100MBNTFS 270,86 B NTFS
Heakhy (System, Act | Meakhy (Bock, Page File, Crash Dump, Prmary Partitc Oisk Management _'j

| (©
Toreare || $D cones
 Healthy (System, & || Healthy (Boot, Page Fle, Crash Dump, Primar

Disk 1 appears
to this guest but
not the parent
hypervisor

Vitome n:sx;wn ©)
et Gnmary ) oree [ -

()
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VMware vSphere 4.1

We used three different methods to configure iISCSI LUNs for guest virtual machines in a VMware
vSphere 4.1 environment. These are:

1. Virtual Hard Disk (VHD) method

2. Passhrough method

3. Direct fromguest method

Virtual Hard Disk (VHD) method

Using the virtual hard disk method, an iSCSI LUN is created by the hypervisor (ESX or ESXi) via
the vSphere console in the usual manner. The network adapter is already installed into the hyperv
sor system follang the installation instructions provided by the network adapter vandas

available to and configured for the VM kernel

From the vSphere console Configuration tab,

%) DMRTK-SRYR-D - vSphere Client H=] E3
Fie Edit View Invertory Administration Plugins Help
B ‘@ Home b gF] Tnventory b [E Hosts snd Clusters | Fla| Search Inventory Q
4 +
5 & 85

wars fdapter [TK-SRVR-D 10.0.1.41 ¥Mware ES! 0, 348481 | Evaluation (58 days remaining)

Bl [ Mew Datacenter
o [ 014 Summary | irtual Me e N e eyl Configuration WG
G dmrthec-vmi-in .
(G dmrt-c-vm1-win Lt cmals view: [Datastores Devices |
5 dmrthec-vmz-win Processors Datastores Refresh  Delete lAddSturagE.HJ Rescan all ..
Memary Identification > | status | Device | Capacity | Free | Type | Last Update
v Storage [ datastoret A, waming  Local DELL Disk{...,  Z66.00GE  45.43GB vmfs3 5iZ7(Z011 4:49:58 F
Metwarking
Storage Adapters
Network Adapters
Advanced Settings
Power Management
al | ]|
Software D. .
atastore Details Properties. ..

Licensed Features

Time Configuration

The wizard steps through the process of selecting the Disk/LUN, providing the size of the LUN,
name of the dattore,and the block size for VMHS3ere we select a 75GB LUN that has been
created on one of the iISCSI targétse first and last steps are whdelow.

i) Add Storage — Bl F |
%) Add Storage =] B3

Select Storage Type
Specify if you want to format a news volume or use a shared Folder ower the network. Ready to Complete
Review the disk layout and click Finish ko add storage

Storage Type
@ Disk/LUN -
Create 3 datastore on a Fbre Channe 5CS, o local 5Cs1 dis, o mourt anexistng'y | & 2oL Disk layout:
Ready to Complete
' Network File System Device Capaity LUk
Chanse this aption I yau want to create 3 Network Flle System, METAPP iSCST Disk (naa.60a9800050336¢c .. 75.0068 o
Location
L1, Adding a datastor on Fibre Channel or 5CST wil add this datastore to al hosts that hz Primary Partitions Caparity
tathe storage meda VIS (METAPP ISCSL Disk (nas 6089800050, ., 75.00 GB
Flz system:
Properties
Datastore name:  iSCSI_Datastore
Formatting
File system: VMRS 3
Biock size: 1MB
Maimum file size: 256 GB
Help <Back st >

Help soack |[ Ensh | conwel |

4
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At this point, the new datastore (iISCSI LUN) is allocated to the virtual machine by selecting the
virtual machine properties and adding hard disk hardwamew virtual disk is created and linked

to the datastore that we created previoly s el ecdedanidée {Gomi p- provi
tion.

(%) Add Hardware

Device Type
What sort of device do you wish ta add ta your virtual machine?

Device Type

Choose the type of device you wish to add,
Selert & Disk.

Create a Disk - (7 Add Hardware [x]
() serial Part
Adwanced Options o Select a Disk
Ready o Complete Paralel Port
o3 Floppy Drive
2 CDJDVD Drive
& UISE Cortraller
B Use Device fungy|  22vEeTeme & virtual disk is composed of one or more files on the host file system, Together these
Select a Disk

0B P Device (unan files appear as a single hard disk to the guest operating system.

BHEthernet Adapte
sk
2,501 Device

Create a Disk
Adwanced Options
Ready to Complete

Select the kype of disk ta use.
—Disk.

% Create a naw virtual disk

" Use an existing virtual disk

%) Add Hardware [ <]
Create a Disk
Specify the virtual disk size and provisioning palicy

Help

Select & Disk
Disk Size: 35 3: GBE ¥

Device Type Ceiy
Create a Disk ’7
—Disk Provisioning

Advanced Options
Ready ta Complete

¥ Allocate and commit space on demand {Thin Provisioning)

Help

™| Support clustering features such as Fault Tolerance

[~ Lacation

& Add Hardware [<]

Advanced Options
These advanced options do not usually need to be changed.

" Store with the virtual machine

& Specify a datastare:
I\SCSI_Datasture

Browse..,

Device Type
Select a Disk
Create a Disk

Specify the advanced options for this virtual disk. These options do not normally need

to be changed,

Virtual Device Mode

™ Independent
Independent disks are not affected by snapsh

1 persistent
changes are immediately and permanently

1 Norpersistent Hardware [ summary I T
[ Disk Prowisioning
Changes to this disk are discarded when ye | B Memory 4096 M8 e T
snapshat, I crus 1
) video card video card Provisianed Size: 353: a8 ¥
= VMO device Restricted ) p——
© scsl contraller 0 LT Logic 5AS
= Harddisk1 virtusl Disk —
2y <oyovD Drive 1 JumFsidevices/cdromy. ..
Help <p | BB Metwork adapter 1 W Netwark [estoin) rerd dsk 2 |
&, Floppy drive 1 Clierk Device
S Herddikz Virbusl Dk | RS

The fi

nal

step sl

allocated to this virtual machine.

After starting the virtual machine, the

Advanced Options
Ready to Complete * |SCSI (1) j
r [mEmo | < Back | Nets | concel |
4
Mode:

Imrtk-c-ym1-win - ¥irtual Machine Properties

Hardwars |onuons | Resaurces |

™ show &l Devices

Virtual Machine Version: 7

Disk File
Add... Remove ’][iacsx,natastme] e R e

I” Independent
Independent disks are not affected by snapshots,
€ Persistent

Changes are mmediately and permanently wrkten to
the disk.

€ Nonpersistent

Changes ta this disk are discarded when you pawer
off or revert to the snapshot.

telp

ok Cancel

new 35GB LUN is now available to it.
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5 DMRTK-SRYR-D - vSphere Client =] B3
Ele Edt Vew Inventory Admiistration Elugins Help

ame b g5 Inventary fusts and Clusters o search Invertory

Home b gF) Inventory b [l Hosts and Clust Fe| search Invent: ¢

nlpr et G Ble|e &
2 [ DMRTK-SRVR-D
= [y New Datacenter
o @ w0
& durtkec-vm1-din

3 [drmrtecvmTwin

) dmrtkec-vmz-win

Volume Layout | Type | File System | Status Disk Management a
S ) Smple  Basic NTFS Healty (B¢ | yore Actons N
< coROM 1) Smple  Basic COFS Healthy (Pric
Storage s System Reserved Simple  Basic  NTFS Healthy (Sys
b Windows Server Backup
=7 Disk Management

KT —

LDisk 0

Basic System || (C)
10,00 GB 100 M8 1 |(2.90 GB NTFS
Oriine Healthy | | |Healthy (Boot, Page

New disk
IDisk 1

. . o
available to this Unknonn
- . EODE 35.00 GB
virtual machine Not Initialized Unallocated
=l

| M Unallocated il Primary partition |

a 428PM
‘" B g ®

P Tasks @ Alams Evaluation Mode: 43 days temaiing | Administiator 7

Passthrough Method

The pasthrough methodequires several steps to be completed. The network adapter isralready i
stalled into the hypervisor system following the installation instructions provided by the network
adapter vendor and is available to amtfigured for the VM kernel. In this example, our network
adapter is id#tified as an iSCSI adapter

I5IDMRTK-SR¥R-D - vSphere Client

Fle Edit View Inventory Administration Plug-ns Help

(3] |E} Home b gF) Inventory b [F] Hosts and Clusters | g 5oerth Inveniory |Q.‘
5 i+

& @ 5§

El [ DMRTK-SRVR-D 10.0.1.41 ¥Mware ESXi, 4.1.0, 348481 | Evaluation {58 days remaining)

[=] Mew Datacentsr
S B 10.0.1.41

g jm’tt{""ml"‘" T T Storage Adapters Refresh Rescan Al
i tk-c-m1-win
G dmrtk-c-vmz-win Processars Device | Tvpe (T | ;I

e wmhba2 i5C51 iqn. 1990-07 com.emulex. 00-00-c3-97-3a-d3:

Memary

Storage (& wmhba3 i5CS1 ign. 1990-07  com. enmulex, 00-00-c3-97-35-d3:
PERC 5/i Integrated RAID Controller

Metworking

- Aot {3 wvmhbal 5CSI

' ”'agek ;F e iSCST Software Adapter

Metwork Adapters | O i5C5 Software Adapter icsl

Advanced Settings hd

Power Management Details

Software Properties...

- Madsl:

Licensed Features i5C5T Mame:

Time Configuration i5CSI Alias!

DS and Routing Connected Targets: Devices: Paths:

Authentication Services
¥iew: |Devices Paths

Power Management EE

Virtual Machine Startup/Shutdown Hame Runkime Name: LU Type Transport Capadty | C

Yirtual Machine Swapfile Location

Security Profile

System Resource Allocation

Advanced Settings

The iISCSI name must be configured and enabled, anitipd to the targefo complete this
step, select APropert i earthe IQN Hasbeen @roviddditoghetae, t he
get,itcanbe dioveredi si ng t he ADynamic Discoveryo tab.
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(=21 iSCSI Initiator (vmhba36) Properties

General | Dynamic Discovery | Static Discovery

ISCSI Propetties
Hame: 1an. 1938-D1.com wmuare:dmrtk-srr-c-05271 1
Allas:

Target discovery methods:  Send Targets, Static Target

Software Initiator Properties
Stat -
eneral Properties

CHA

i5CSI Properties
lruscsmame: fiam. 1598-01 .com, vmwiarednr thosrr-c-05271

i5CSl Alias: |

Status
¥ Enabled

OK I Cancel Help

Close Help. iy
7%
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SCSI Initiator (vmhba36) Properties

Genersl Dynamic Discovery | Skatic Discovery
Send Targets

Discover ISCSI targets dynamicaly from the Following locations (IPv4, host name):

ISC5] Server Location |

Add Send Target Server [x]

551 Server: [10.0.4.11]
Port: 3260

Parent:

Authentication may need b be confiqured before a session can
be established with any discovered targats.

CHAP... Advanced,..
QK I

=

corcel | her |

... Remave || Settnge. |

Close Help |,

This process makes the iISCSI LUN visible and available to the hypervisor.

[5IDMRTK-SRYR-D - vSphere

Fle Edt View Invenkory Administration Plugins Help

S= B

& ‘E} Home b g Inventory b [l Hosts and Clusters

| (5| serch Inventory Q

5 & 3

B = R’JK'S';V?'D . ion (58 days remaining)
B jew Datacenter
[ [10.0..41 Corfiquration
% dmetk-cvmi-in rpp Storage Adapters Refresh  Rescan Al
drrtk-c-wmi-win
B dmrtkecovmz-win Processors Device [ Tvpe Ww I =
Hemory iSCSI Software Adapter
Storage @ vmhba3t i5Cs1 iqn. 1998-01, cam.ymware:dmrtk-srvr-c-052711: ‘
. 631HESB/6324ESE IDE Controller
Metworking
o adant {3 wvmhbal Block SCSI
» Storage Adapters @ wvmhba3s Block SCST
Wetwark Adapters USB Storage Controller
Advanced Settings A rbhaan Blacl arcT =l
Power Management Details
Software wmhba36 Froperties. ..
Maodel: iSCSI Software Adapter
Licensed Features i5C51 Mame: ign. 1998-01.com.vmware:dmrtk-srvr-c-052711
Tirne Configuration iSCS] Alias:
DMS and Routing Connected Targets: 1 Devices: 1 Paths: 1
Authentication Services
View: |Devices Paths
Power Management 4
Virbual Machine StartupyShutdown HMame | Runtime Marme: | ton | Type Transport Capacity | €
Wirtusl Machine Swapfile Location METAPP i5CSI Digk {naa, 60598000, .. wmhbad3:CO: LS 5 disk iSCST 45.00GB N
Security Profile
System Resource Allocation
Advanced Settings

Now the iISCSLUN is ready to allocate to the virtual machine. This process is similar to the virtual
hard di sk method above, except that this iSCSI
and is mapped with physical device mapgirjsare stored with thériual machineSelected

screenshots from this process are shown below.
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&) Add Hardware [x]
Select a Disk
[ add Hardware [=]
Ready to Complete
Device Tvoe ol e s o 7 G i R s e ) Review the selected options and click Finish to add the hardware.
Select a Disk files appear as a single hard disk ko the guest operating syst
Selsct Target LUN
Select Datastore Select the type of disk to use. Tovre Tos o
Compatibilty Modz —Disk Select 5 Disk
Advanced Options Selert Target LUM Hardware type: Hard Disk.
Ready to Complete £ Create a new virtual disk Selec Datastore Create disk: Uise mapped system LUN
Compatibiit Made virtusl Device Node: SCST (0:1)
£ Use an existing virkual disk Advanced Options Disk e Persistant
Advanced Options . ;
Targek LUN: HETAPP I5CST Disk (naa, 6038000503360 36463464 345754626 1)
Reuss a praviously configured virtual disk. Ready to Complete

Compatibilty mode:  Physical
Mapped datastore:  Store with VM
¥ Raw Device Mappings
Give your virtual machine direct access to SAN. This ¢
use existing SAN commands b manags the starage £
access it using a datastore.

Help = Back,

Help goack | [ Esh | cancel |

() dmirtl-c-vm1 -win - Virtual Machine Properties

The iSCSI LUN is now available to the == el esa] TR
. . . . T~ Show All Devices Add.. Remove [fontsfaeviesrast o =
virtual machine and is described as a

Hardware | Summary | I
~ \
AiMapped Raw LUNOG ey
* P 1
& ceus Yirtual Device Mode
) video card Videa card
= VM device Restricted |SCSI(0:1) ﬂ
© 5CST contaller 0 L1 Logic 545
= Harddisk1 Virtual Disk = ity Mode
& covoomet fmisidevicesfedromy... 1 yirtial & physical
B Wetwork adapter 1 WM Network
& Floppy drive 1 Client Device
= New Hard Disk {adding) Mapped Raw LUN |

anage Paths
Help oK Cancel
i

Direct from Guest Method

The direct from guest method is performed entirely within the guest operating system. It uses the
normal iISCSI initiator steps of discovering the target portal and connecting to the target in the
standard manner. As long as the guest can access__ 7

the targeusing one of its network adapters, this mm — .
process works the same as it does in physical se

Configuration settings here are global and will affect any future connections made with

the initiator.
H P Any existing connections may continue to work, but can fail if the system restarts or
Notice that the guest VM name is included as pa s snese et recomec fo s et
of the | Q N. AT e e, T T T (s F e e e e B

particular connection.

Initiztor Name:

The newBOGBISCSI LUN is visible to the virtual [ @iosenneiaicmtn
machine but not the hypervisor. Tomodiy the nifatr name, cick Change. Change...
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() drrtk-c-ym1-win on 10.0.1.41

Flle Yiew WM

mnjr 006 GHERE

Fle Acton View Help

5 Server Manager (DMRTK-C-VM LV [N} Actions

& Fosurs Disk Hanagement =
3 Diagnostics Simple Basic NTFS Healthy (Boot, Mare Actions »
/4 Confiquration s AppDats (&) Simple  Basic NTFS Healthy (Prima_ |
a % Storage <1 COROM (D) Simple  Basic CDFS Healthy (Prima
b Windaws Server Backup | System Reserved Simlple Basic NTFS Healthy (Sys_b:i_l
=¥ Disk < »

a

Healthy (Primary Partition)

alDisk 2
Unknown
80.00 GB
Mot Initialized fUnallocated

M Unallocated il Primary partition

F R G s

DMRTK-SRYR-D - ¥Sphere Client 1H[=] 3

File Edt View Inventory Administration Plug-ins Help

a8 ‘@ Home b g8 Ientory b [l Hosts and Clusters ‘WEear(h Invertory |Q‘
4+ +
& & #
El [/ DMRIE-SRUR-D: 10.0.1.41 VMware ESXi, 4.1.0, 348481 | Evaluation (58 days remaining)
=l [fy Mew Datacenter _ .
5 [ 004 nmary | Yirtual Machines i Configuration 4 Alarms | Permi

G drtkec-vmi-lin iy Starage Adapters Refresh  Rescan ...
(s cmetkocom1owin
B dtkecvma-win Pracessors Device Type (] \ -
iSCsI Software Adapter
pemery hba3e iSCS1 199801 dmrkk- 052711
Storane | & wwhba [ ian. .com. vmware:dmrte-srvr-c B |
631xESB/6321ESB IDE Controller
Networking
ot Addat e wmhbal Block SCSI
+ otorags Aasprers & vhbads Block 5C5T
Metwork Adapters USB Storage Controller
Advanced Settings =N, Bloel crar Jhd|
Pawer Management Details
Software ¥mhba36 Froperties. ..
Model: iSCSI Software Adapter
Licensed Features I5C51 Name: ign, 1998-01.com. vmware:dmrtk-srvr-c-052711
Time Configuration iSCSI Alias:
DNS and Rauting Connecked Targets: 1 Devices: 2 Paths: 2
Authentication Services
¥iew: |Devices Paths
Prwsr Management ocis |
Virkual Machine Starkup;Shutdawn Mame | Runtime Mame | LN | Type Transport Capacity | €
Virtual Machine Swapfile Location METAPP iSCSI Disk (naa.60a98000...  vmhba36:C0:TO:L... 10 disk. iSCSI FSO0GE M
Security Profile METAPP 5CST Disk (nas.60298000...  vmhbad6:C0:T0:05 5 disk iscat 45.00GB b
System Resource Allacation
Advanced Settings

© 2011 Demartek® R www.demartek.com3 Email: info@demartek.com



DemartekSCSI Deployment Guide 2011
May 2011
Page34 0f86

1T Demartek

Measuring iISCSI Performance

Performance measurement for iSCSI has been the subject of much discussion. Because iSCSI ope
atesboth as a network protocol and a storage protocol, iISCSI performance can be affected by many
factors. Fronthe networking perspdeg, iISCSI is a multilayer protocol, includingiSCSI, TCP

and IPlayersand can run ovesingle or multiple 1Gb or 10Gb linkis is subject to all the same

factors that affect network performanémm the storage perspective, performance is afgcted

all of the usual storage performance fadtorkiding the numberspeedand typeof the disk

drivesas well agarious RAID settingthe backend architecture of the stonagié or systemand

the processing power of the storage contralleong ther things Obviously the host serveripla

form, including CPU and memoyyplaysa role The application workload arits use of storagé-a

so has a significant effect on performance.

With the increasing use of 10Gb Ethernet for iISCSI storage, concenhpatbormane for

iISCSI storage systemsdgeredsag. In our lab tests, it has not been difficult to completealy co

sume all the bandwidth of a 1Gb iSCSI connection between one host and one iSCSI storage target.
When this happens, suggesthat thenetwork is the bottlenecRhis also explains one of the best
practices for iISCSI regarding separa8@fistoragédraffic from regular LAN traffic, at least for

1Gb networksHowever we have not yet been able to consume all the bandwidth of a 10Gb iSCSI
connection between one host and one iSCSI storageusimggtealvorld applications anckal

world storage targets one test, we wesble toachieve austaird rateof approximatel®5% of

the bandwidth of a 10Gb iSCSI connection between onetnusing a single applicatiaand a

three rackinit (3U)iSCSI storage targitat used @ombinationof solidstate storagend hard

disk drivetechnologyThis reinforces our opinion that 10Gb networks and stiite storage tec

nologies work wetbgetherln another test, we were able to achieve a sustained rate of more than
50% of the bandwidth of a 10Gb iSCSI connection. These examples show that 10GbE connections
used for iISCSI allow for plenty of room for growth for application performance.

Same vendors specialize in iISCSI storage and offer products that have 1Gb and 10Gb iSCSI host
interfacesSeveral vendors provide storage systems that have multiple choices for the host interfaces
including 10Gb iSCSI and 8Gb Fibre Channel. Some vendorsG@ld FCoE as a choice for the

host interface. With these types of choices for the host interfaces for the same storage system, the
interface is much less of an issue with respect to performance of a storage system.

Slowesspeed WAN environments can bedut@ iSCSI storage where latency and bandwidth are
not a major concern. For example, replication to a disaster recovery site can be performed via
iISCSI.This type of replication can be performed by a host server or directly by some storage sy
tems.
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Windows Performance Monitor (Perfmon)
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When an iSCSI initiator is present on a Windows operating system, several performance counters
are automatically loaded into the native Windows performance monitor application, known as Pe
fmon. At a minimum, when we me&s iISCSI performance on a Windows system, we include all

the iISCSI counters, the network interface counters, the physical disk ¢eunatding processor
counters in a Perfmon trace, as shown in the screenshot below.

Add Counters

Available counters
Select counters from computer:
\IDMRTK-SRVR-F

~ [ Browse...

iSCS Connections
i5CST Initiator Instance
iSCSl Initiator Login statistics

i5C51 Request Processing Time
iSCS1 Sessions

Network Interface
PhysicalDisk

Processor

m

LR A IR T

Instances of selected object:

Search

Show description

==
Added counters
Counter Parent Inst.. Computer
Remove <<
Help K

S

Below is a sample of a Perfntiate from a Windows Server 2008 R2 host system using a single
one gigabit connection to an iSCSI storage system. The trace of the iISCSI connection &nd the ne
work interface trace show some similarities in performance. The network interface sholys a slight
higher number of bytes received per second than the iISCSI conbectmise the iISCSI comne

tion statistics do not includemeover theTCP/IP overhead.

HEE-EX 200K NMIE
ools
‘'ormance Monitor
» [ Data Collector Sets
» [ Reports N
NA
[/ \
I X5
/ Jlf \\\
55144 PM 5i58:30 PM
AT (|
Last 26364 Average 320559383 Minimum 92652 Maximum| 912716383 Duration | 64
Show Col Scale Counter Instance Computer
4 00001  BytesReceived  iqn2003-10 \DMRTK-SRVR-F
~ 00000001 Bytes Sent iqn2003-10, WDMRTK-SRVR-F
v ——— 00001  BytesReceived  ign2003-10 DMRTK-SRVR-F
0.0000001 _ Bytes Sent ign.200: 4 \\DMRTK-SRVR-F
scc_Intel[R] Gigabit ET Dual Port Server Adapter_2 - ace \\DMRTK-SRUR-F
—— 0000000 Bytes Sent/sec  Intel[R] Gigabit ET Dual Port Server Adapter 2 - MNetworkInterface  W\DMRTK-SRVR-F
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Exchange Jetstress Performance Testing

Microsoft provides Exchange Jetsaesstool to stress test storage systems to determine d-a parti

ular configuration of a storage system is capable of adequately supporting an Exchange Server env
ronment. Jetstress provides a Pass/Fail rating based on combination of the achievethb@aBs, da
read latenciedog write latenciesind some other factodetstress can be used by end users as an
informal stress test tool and by vendors for a more formal submission to Microsoft fer the E

change Solution Reviewed Program (ESRP). Thevktgst ESRP submissions are available at
http://technet.microsoft.com/ers/exchange/ff182054.aspx

Microsoft updates Exchange Server periodically with new versions. The currezxiand fwo

versions of Exchange Server are Exchange Server 2010, Exchange Server 2007, and ¥&xchange Ser
er 2003. Customers move to these new versions at various rates. Some have moved torthe 2010 ve
sion, some have moved to the 2007 version and mariyl aveising the 2003 version. Each of

these versions of Exchange Sdraee different 1/0O profiles, due to different architectures{B2

vs. 64it), different database page sizes and other changes made over time. In order tanhelp admi
istrators get better understanding of the 1/0 profiles of these versions of Exchange Server, we

have compiled thExchange Server 2003 vs 2007 vs 2010 I/Ogaoison Summargn our wé-

site.For example, the achieved database IOPS results for Jetstress 2010 use a blocksize of 32KB.

We used Jetstress to stress test some of the iISCSI storage solutions in this guet rébaise

are intended to provide asia understanding of the potential performance of the storage solution
using an application workload. The tests were deliberately configured differently for each storage
solutionand adapteso that these results would not be construed to be aabrapetitive pe

formance benchmark study.

Network Adapter Performance Tests

For the performance measurementath othe 10Gb network adapters, we used the following
configuration for the host initiator server and the storage t&vgetised Perfmon t@pture the
aggregate disk bytes/second statistics as viewed from the initiator host.

NOTE: The performance tests for the adapters were not an attempt to obtain maximeim perfo
mance of the adapter, but a representative sample of real application perfosingnoee host
initiator server connected to one or two veatld storage targets. These storage targets use either
SSDs or spinning hard drives. We believe that higher performance is possible with any of the
adapters that we tested.

The adapter perforamce test results show the performance of 10GbE adapters, either with or
without full iISCSI offload. These test results

Host initiator server specifications:
1 Qty. 2: Intel Xeon X5570 processors, 2.93 GHz, 8 total cores, 16 total logical processors
1 24GBRAM
1 Windows Server 2008 R2 Enterprise Edition

Storage target specifications:
1 Qty. 2: Intel Xeon E5540 processors, 2.53 GHz, 8 total cores, 16 total logical processors
1 48GB RAM
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Windows Server 2008 R2 Enterprise Edition

Microsoft iISCSI Target software \ans3.3

Internal SATA SSD boot drive

LSI MegaRAID 9268i RAID controller connected to 8x SmartModular 200GB SAS SSD
configured as 1.45TB RAIDO stripe, 64KB format allocation

Motherboard LSI 2008 SAS controller connected to 4x Intel 32GB SLC SSD cordigured
115GB RAIDO stripe, 64KB format allocation
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ISCSIBest Practices

Here are a few best practices for deploying iSCSI. This is not necessarily an exhaustive or complete
list, neither are these absolute requirements in order to use iSCSI.

Networking

91 Deploy iSCSI on gigabit or faster networks.
9 Using serverlass network adapters for iSCSI traffic
o0 Enable RSSstateless offloahd other serveslass network adapter features
Use onevay or mutual CHAP to increase the security between iSCSI initiataesgatd.
Segregate iSCSI storage traffic from regular LAN traffic.
0 This may not be required on 10Gb networks for performance reasons but still
might be a good idea for security reasons.
Use norblocking switches for iSCSI storage traffic.
Disable unicast storm control on iSCSI ports. Most switches have unicast storm control
disabled by default.
9 Unbind or disable File and Print Sharing protocols on the adapters dedicated to iSCSI
traffic

)l
)l

=a =4

Applications

1 Microsoft Exchange Server and SQL Senygwort the use of iISCSI storage in cluster and
non-cluster configurations.
o Follow the usuatorageuidelines for separating database disk volumes from log
disk volumes.

Multi -Path 1/0

1 Use MPIO to provide load balancing and failover capabilities
1 For highavailability enterprise environments, configure redundant adapters and switches
for iISCSI traffic, similar to high availability Fibre Channel storage environments.
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Test Environment for this Guide

To run the tests required to produce this guide, wdniae physical servers in the Demartek lab

in Arvada, Colorado, USAight of the servers were used as initiators and one server was made i

to a target by installing the Microsoft iISCSI target soft@asdesktop workstatiomasalsoused

for some ofhe testsSix other target storage devices were provided by other vendors for this test.
All eight initiator servers and seven target storage devices were run in our lab simultaitkeously
some initiators and targets connected via 1Gb interfaces, $bri®@®@# interfaces and some with

both. Configurations of the servers, adapters and storage targets were changed to perform various
tests, so the diagram below does not show all the network interconnections.

We ran other iSCSkEsts in a nearby vendor lab using their storage device and hosirsarvers
10Gb environment

> Demartek Demartek iSCSI Deployment Guide 2011

N~ = =
) SRVR-B| c] ?‘ SRVR-D) > SRVRF
NS S NS
. Windows . . . RedHat . Windows
Windows VSphere  server 2008 Windows ~ Windows  Windows Enterprise Windows Server
Server 4.1 R2 with Server Server Server (Tt Server
2008 R2 Hyperv ~ 2008R2  2008R2  2008R2  oiee  2008R2 2008 R2
e b

Cisco Nexus 5010

. A

Dell PowerConnect 2748 Cisco Nexus 5020

Xiotech ISE

Adapters Tested

Broadcom 57712 '@

5\ - 2

Chelsio S320E-CR
Microsoft iISCSI

Target i 1600 HEPER HPP4300  |Emylex OCE11102-! ;;
' Intel Gigabit ET @
‘\w

NEtpp 04l NetApp 2040 NetApp 3040 Intel x520-SR X
Qlogic QLE4062c |
QLogic QLE8242 AL
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Vendor Products Tested for this Guide

Specific network adapter and storage products were tested to produce this deploymant guide.
vendorspecific section in this document provides additional information for these prddhess.
were:

Network Adapters

9 Broadcom BCM709Cand BCM57712
Chelsio S320ER

EmulexOCe11102 and OCd 1102N
Intel Gigabit ET and X528R

QLogic QLE4062 and QLE8242

T
T
)l
)l

Storage Targets
1 HewlettPackard (HPX1600, P2000 and P@0

1 NetApp FAS2040 and FAS3040
 Xiotech ISE and ISHybrid

Initiator Specifications

The initiator servers were configured with various combinatidriidbodnd 10Gmetwork adap

ersand were connected to different storage targets at different times. Some of the storage targets
had 1Gb host interfaces, some had 10Gb host interfaces, and some had both types of host inte
face.

Most of the initiator servers were physiaakese running Windows Server 2008 R2. One server

was running VMware vSphere 4.1 with guest virtual machines. One server was running Microsoft
HyperV with guest virtual machines. One server was running Red Hat enterprise Linux (RHEL) 6.
The desktop workstation was running Windows 7 Ultimadgit64

DMRTK-SRVRB
1 Operating System\Windows Server 2008 R2
1 Processo@ty. 11 Intel Pentium D 950dualcore 3.4GHZ Total logical processors: 2
T RAM: 8GB
9 Storagelnternal 7200 RPMSATA diskdrives

DMRTK-SRVRC
1 Operating SystenYMware vSphere 4.1
1 ProcessorQty. 21 Intel Xeon E5345quadcore 2.33GHZ Total logical processors: 8
1 RAM: 48GB
1 Storagelnternal SAS disk arra§x 15K RPMSASdisk drives

DMRTK-SRVRD
1 Operating SystemWindows Sever 2008 R2 with Hyp&f
1 Processo@ty. 21 Intel Xeon E5345quadcore 2.33GHZ Total logical processors: 8
1 RAM: 48GB
9 Storagelnternal SAS disk arra§x 15K RPMSASdisk drives4x 7200 RPM SATA disk
drives
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DMRTK-SRVRE
9 Operating System\Windows Server 2008 R2
1 ProcessorQty. 21 Intel Xeon E5345quadcore 2.33GHZ Total logical processors: 8
1 RAM: 16GB
1 Storagelnternal SAS disk arra§x 15K RPMSASdisk drives

DMRTK-SRVRF
9 Operating System\Windows Server 2008 R2
1 ProcessorQty. 21 Intel Xeon E5345quadcore 2.33GHZ Total logical processors: 8
1 RAM: 16GB
1 Storagelnternal SAS disk arra§x 15K RPMSASdisk drives

DMRTK-SRVRG
1 Operating SystemWindows Server 2008 R2
1 ProcessorQty. 21 Intel Xeon E5345quadcore 2.33GHZ Totallogical processors: 8
1 RAM: 32GB
1 Storagelnternal SAS disk arrayx 15K RPMSASdisk drives

DMRTK-SRVRI
1 Operating SystenRedHat Enterprise Linux (RHEL) 6
1 Processo@ty. 21 Intel Xeon E5320quadcore 1.86GHZ Total logical processors: 8
T RAM: 8GB
9 Storagelnternal 7200 RPM SATA disk drives

DMRTK-SRVRJ
9 Operating SystemWindows Server 2008 R2
1 Processom@ty. 21 Intel Xeon X5570guadcore 293GHz1 Total logical processors: 16
1 RAM: 16GB
9 Storagelnternal SAS disk array, 2xKLRPMSASdisk drives3x 150GB SSDs

DMRTKWKSD
9 Operating Systemindows 7 Ultimate 6bit
1 Processo@ty. 11 Intel Core i7 860guadcore 2.8GHzi Total logical processors: 8
1 RAM: 8GB
9 Storagelnternal SATA SSD boot drive, 7200 RPM SATi8kddrives

COSNASI10EN2 (Xiotech lab)
1 Operating System\Windows Server 2008 R2
1 Processom@ty. 21 Intel Xeon E5620, quatbre, 2.40GH? Total logical processors: 16
1 RAM: 48GB
9 Storagelnternal SAS disk array, 1x 10K RPM SAS disk drive

Target Specifications

Two of the storage targets were based on Windows Storage Server 2008 R2. One storage target was
a server running the Microsoft iISCSI Target Software 3.3. The other five targets were vendor
specific proprietary designs.

DMRTK-SRVRH
1 Operating SystemWindows Server 2008 R2 with Microsoft iISCSI Target Software 3.3
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ProcessorQty. 2i Intel Xeon E5540quadcore 2.53GHZ Total logical processors: 16
RAM: 48GB

Storagelnternal SATA SSD boot drive, 6Gb SAS RAID controller with 24x 15K RPM
6Gb SAS disk drivers external disk enclosurgor some tests, the spinning disk drives
were replaced with 8x SmartModular SAS SSDs and 4x Intel S&BPA SSDs.

1 Host Interfaces2x 1Gb and2x 10Gb

HP X1600
1 Operating System\WWindows Storage Server 2008 R2 (with iS&@8§kt software)
1 Processo@ty. 11 Intel Xeon E5520, quatbre, 2.27GHE? Total logical processors: 8
1 RAM: 6GB
9 Storagelnternal RAID controller with 2x 10K RPM boot drives and 12x 7200 RPM 1TB
SATA disk drives
1 Host Interfaces2x 1Gb and 2x 10Gb

HP P00
1 Operating SystenProprietary
9 Storage24x 7200 RPM 6Gb SAS 500GB disk drives
1 Host Interfaces2x 10Gb

HP P4@0
9 Operating SystenProprietary, clustered unit with 2 nodes
9 Storagel6x 15K RPM 6G SAS, dyairt, 450GB disk drives
1 Host Interfaces4x 1Gb

NetApp FAS204Q
9 Operating SystemONTAP 8.0.1
9 StorageDisk shelf with 12x 7200 RPM 500GB disk drives
1 Host Interfaces4x 1Gb

NetApp FAS204Q
1 Operating SystemONTAP 8.0.1
9 StorageDisk shelf with 12x 7200 RPM 500GB disk drives
1 Host Interfaces4x 1Gb

NetApp FAS3040
1 Operating SystemONTAP 8.0.1
9 StorageDisk shelf with 14x 10RPM 30GB disk drives
1 Host Interfaces4x 1Gb and 2x 10Gb

Xiotech ISHXiotech Lab)
1 Operating System\WWindows Storage Server 2008 R2 (with iSCSI target software)
1 Processomty. 21 Intel Xeon E5620, quatbre, 2.40GH?z Total logical processors: 16
1 RAM: 48GB
1 StorageQty. 2i Xiotech ISE DataPac
o DataPac #1 20xSeagate 10K RPM, 600GB disk drives
o DataPac #2 10x Seagate 10K RPM, 600GB disk drivesl&xESD: 200GB
SAS Sma Modular XceedlOPS
1 Host Interfaces10Gb

= =4 =4
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Network Infrastructure

Two switches in the Demartek lab were used for the t8€iBIg. Various Cat5e and Cat6 cables
were used for the 1Gb connections. The 10Gb cabling consisted of copper SFP+ cables and fiber
optic OM3 cables.

Switches
91 Dell PowerConnect 274848x 1Gb ports
9 Cisco Nexus 502040x 10Gb ports
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Adapters: Broadcom

wireless communications, and is one of the largest fabléss se
conductor suppliers in the world. Their Infrastructure antd Ne

working Group is responsible for many of the motherboard ne BROADCOM0
w

Broadcom is a major producer of semiconductors for wired ar A

work interface controllers (NICs) found in servers from severa
major vendors. Broadcom supplies 1Gb and 10Gb netwotk co
trollers and adapters.

We tested two Broadcom Ethernet server adapters for this report:

Broadcom BCNS709C NIC/TOE (1Gb) BCM57712 NetXtremd 10GigE(10Gb)

The Broadcom BCM57712 includes iSCSI offload functions and supports Fibre Channel over
Ethernet (FCoE).

Broadcom BCM5709C NetXtreme I GigE (NDIS ¥BD Client) #47 Pr... [E3

I I General eanced | Driver | Detail: | Power Management
The basic functions of the Broadcom edvanced | Drive | | I
adapters can be managed from the The following properties are available for this network
. . . adapter. Click the property pou want to change on the
propertles funCUOnS Of the WIndOWS el |5ft. and then select its valus on the right.
Device Manager. Thlgroadcom

adapters we tested provided tte a Eropery: Yalue:
vanced functions expected in server S e Enable [~
Intermupt b oderation
class adapters, such as Large Jend ¢ [ p=yif Mooe=ion
fload, RSS, TCP checksum offload, Pred Large Send Offload
. |P+6 Checksum Offload
Teaming, etc. IPvE Large Send Oifload

Jumba Packet

Locally Administered Address

Mumber of RSS Queues

Pauze On Exhausted Host Ring
Pricnity & %LAM

Feceive Buffers (0=tuta)

Receive Side Scaling j

Ok I Cancel
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Broadcom Advanced Control Suite

Broadcom supplies the Broadcom Advanced Control @AES) to configure and manage the
Broadcom adapters. BACS can perform diagnostics and other advanced functions on all the
Broadcom adapters installed in a server. It can also report @rgamrcom adapters that might be

installed.
& Broadcom Advanced Control Suite 4 [_ O]
Filz WYiew Action Filter Context Tools Teams ISCSI Help
|| |Fiter: [WDIS vIEW [~ |[nformation  [+] [M vital Sians W Driver Information
Explorer Viev & | Information | Configurations | Statistics |
B l’.'_ﬂﬂ Hosts Fraperty Yalue
2 [ CMRTKSRYR Driver Infarmation
- T Adapterl (BCMS709 CO) - Driver Yersion 6.2.8.0

E —i— Portl - Driver Date 1f6/2011
H= - Driver Name beevbda,sys

Sroadcom B zme 11 Gigl
Eroad E 1L GigE #47

Driver Status Loaded

-0 [0010] Broadeom BCMS709C Netxtreme 1T GigE (MDIS YED Client) #47
=l —— Partz e
) - dis MAC Address 00215EC7EEBD

= FET' [0048] Broadcom BCMST09C Netxtreme II GigE #4858

L 58 [0012] Broadeom BCMS709C Metxtreme IT GigE (NDIS YED Client) #48
B : Adapterz (BCMS7712 AL)
Bl —— Portl
B- FE-l' [006&] Broadcom BCMS7712 Netytreme II 10 GigE #68
i 155 [0041] Broadcom BCMS7712 Metitreme 1T 10 GigE (NDIS YED Client) #68
B~ Partz

B- [0069] Broadcom BCMS7712 Netxtreme IT 10 GigE #69

m [0042] Broadcom BCMS7712 MetXtreme IT 10 GigE (WDIS YBD Client) #69

- (T Adapher3

| 0|

%l
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iISCSI Offload

The i SCSI options are available in the Ai SCSI V
iISCSI offload functions, such as the BCM57712.

B Broadcom Advanced Control Suite 4 [_ O[]
File ‘iew Action Filter Context Tools Teams 15050 Help
J_l ‘Filter: |iSCSI YIEW B"Infnrmatiﬂn B ||7 Wital Signs [V Driver Information [V Defaulk Driver Parameters
Explorer Yiew = | Information | Configurations | Diagriostics | Statistics |
=1 098 Hosts Property value &
= [ DMRTE-SRUR- Default Driver Parameter
B i@ Adapter2 (BCMS7712 A1) Initial R2T Yes
= —&— Portl -~ Immediate Data es
= T [0088] Broadcom BCMS7TL2 NetXtreme IT 10 GigE #68 Diata Sequence in Ordsr fos
= L - Daka POU In Order s

[0018] Broadecam BCMS7712 MNetktreme 11 10 Gigk iSCSI Adapter #68

T Portal 10,0,7.143 - Max Qutstanding RZT 1
_ - First Data Burst Length E5536
w1525 Porkal fe@0::210: 18FF:Fetf:d2as -~ Max Data Burst Length 262144
B o Panz -~ Error Recovery Level 0
= [0069] Broadcom BCMSZ712 NetXtreme I 10 GigE #69 - Default Time to Wait z
B | [0015] Broadcom BCMSF712 Metibreme I1 10 GigE iSC5I Adapter #63 Default Time to Retain 20
Max Connections 1

- MAC Address 0010156FD2AS
[ IPv4 Address

[=I- IP+4 Configuration 10.0,7.149

1Pv4 DHCP Disable

- IP Address 10.0.7.149
Default Gateway 10,0.7.10

- Subnet Mask 255.255,255.0

- IPve Address
[ IPvE Configuration Fedn::21
| [Pvs address]6 DHCP Disablz

i - IP Address fFeB0::210: 13fFFeef:d2as ;I

Default Driver Parameters

The iSCSI controllers can be configured by clicking on the iISCSI Client, then the Configurations
tab.

B Broadcom Advanced Control Suite 4 _ (O] x|
File Wiew Action Filker Context Tools Teams [5C51 Help

J_l ‘F\Iter: |\SCSI VIEW B"Cunfiguratiuns E “7 i5C51 Management

Explarer Yiew 5" Information Configurations I Diagniostics I Statistics |

[=- 008 Hosts
2 [ DMRTK:SRYR:
= I Adapterz (BCMS7712 A1)
Eb—8— Portt
=] mﬂ- [006&] Broadcom BCMS7712 Metktreme 11 10 GigE #65

El [0018] Broadcom BCMS7712 Hetitreme 11 10 GigE iSCSI Adapter #68 IPV*ﬂ:HCP Disable

5G5 - TP 10.0.7.149
5c8 Portal 10.0.7.149 ress
| ff Fe6r:d Subnet Mask 255.255.255.0
) .1210: 16FF:Feof:
5631 Portal FeB0::210:16ff Febf:dzas pTr— YT
g - 1P, Configuration Edt__|
& [0069] Broadcom BCMS7712 MetXtreme 11 10 GigE #69 1Pv6 DHCR Dbl
= || [0019] Broadcom BCMS7712 Netktreme 11 10 GigE iSCSI Adapter #69 " Process Router Advertiseme... |Enable

Process Router Advertisements

IPv4 Configuration
This is the IPv4 IP address,

Apply. Reset |
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After configuring the Broadcom iSCSI offload card, then we selected it in the MicrosoftiSCSI in
tiator using the advanced settings for the connect function.

Advanced Settings

General I IPsec |

Connect using

Local adapter: Broadcom BCM57712 Netitreme 11 10 GigE 5CS

Initiator [P: [10.0.7.199 |
Target portal IP: [10.0.7.23 /3260 =
CRC | Checksum
’]_ Data digest I Header digest

™ Enable CHAP log on
~ CHAP Log on information

CHAP helps ensure connection security by providing authentication between a Earget and
ari nikiatar,

To use, specify the same name and CHAP secret that was configured on the target for this
initiator. The name will default to the Initiator Mame of the system unless another name is

specified.
Tdame; I ign. 1991-05. com.microsoft:dmrtk-srvr§
Target secret; I

I | Berfirm mutual authentication

T wse mutual CHAR, either specify. an nitiator secret on the Configuration page or use
RADIUS,

™| Lise RADIUS bo generste user authentication credentils

I | Use RADIUS bo authenticate barget credentials

OK. I Cancel Lpply
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Performance

The performance of network adapters in an iISCSI environment is dependent orfassoesah-

cluding various software and hardware components in the host server, the network, and the storage
target. Varying components or settings in any of these areas can affect performance, egher positiv
ly or negatively.

Using a combination of Miosoft Jetstress 2010 and Windows ROBOCOPY workloads, we were
able to generate the following throughput using the Broadcom BCM57712 10Gb adapter with the
iISCSI offload features enabled. These workloads were run from the same physical server to two di
ferentstorage targets. One target had SSDs and the other target had spinning disk drives. The
throughput measurements varied as the application workloads varied.

BCM57712 Application Workload Throughput

700,000,000

600,000,000

1 500,000,000 W

o
g 400,000,000

(2]
& 300,000,000 iSCSI Connections
s
m 200,000,000+ iSCSI Sessions
100,000,000 == Disk bytes/sec
0 OO MmO OoOL OO OoOLwOoLuwmOo
oY M doOoO N MHMddO N M dO S M dHAO
SAUXAN OCOOFNISTNSNO MO O
O 0O OO d A A A NN ANOMODMOMOMMmS I
el ecNeoNoNoNeoNeNelNelNeNoNoNoNoNoNele)

Elapsed Time

NOTE: This is not the maximum performance available for this adapter, but rather a representative
sample that took advantage of the iISCSI offload features using real applications conneeted to real
worl d storage targets. B aondbdfoundradtie folowiplink shed pe
http://www.broadcom.com/collateral/pb/iSCSI_HBRB102R.pdf Broadcom also provides i

formation on power consumption and CPU utilization at the following link:
http://www.broadcom.com/docs/articles/Networks_Go_GrEEN.pdf

Additional details about Exchange Jetsardghe initiator and target specifications used for this
test are available in théeasuring iISCSI Performargesetion of this document.
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Adapters: Chelsio

Chelsio Communications is a privatedyd conpany that focs- e %
es on converged LAN, SAN and cluster traffic over 10Gl- Ethc h eISIO
net. Chelsio adapters support fully offloaded TCP, iSCSI andCommunications

iIWARP protocols. Chelsio recently added Fibre Channel over

Ethernet (FCoE) protocol support to their latest generatiaptars. We tested th&820ECR

10GbE adapter for this report.

The installation process for the Chelsio adapters

is straightforward and requires little interaction. “
The Chelsio adapters are listed under network
adaptersWARP adapters, and storage coht

lers in the Windows Device Manager because of
their combined NIC, iWARP and full iISCSI-o

fload capabilities. They can be managed using

the standard Windows device propertiecfun

tions.

F-;! Device Manager !E E
File Action Wiew Help
e | HEHE s S
[l IDE ATA/ATAPT controllers =
Elﬁ iarp adapters
i Chelsio Terminator 3 iwarp interface. Port MAC: 00:07:43:07:7d:79
g Chelsio Terminator 3 iWarp inkerface, Port MAC: 00:07:43:07:7d:7a
<= Keyboards
[]---ﬂ Mice and other pointing devices
- Bl Monitors
=18 Metwork adapters
- ¥ EBroadcom BCMS709C Metxtreme 1T GigE (NDTS YED Client) #47
¥ Broadcom BCMS7F09C Metktreme IT Gige (MDIS VBD Client) #45
- &% Chelsio T3 Ndis & Offload Function driver
2 Chelsio T3 Ndis & Offload Function driver #2
l_:l‘ 1BM LISB Remote MOLS Metwork Device
772" Parts (COM & LPT)
S Processors
-} Security Devices

kerface
& Chelsio Terminator 3 iSCSLinkerface
-~ 1BM ServeRAID-MR10i SAS/SATA Controller
< L5I Adapter, 5A52 2003 Falcon
4 Microsoft iSCSI Initistor
System devices
78 ACPT Fixed Feature Butkon
78| Broadcom BCMSTOSC Metktreme [T GigE #47
-8l Broadcom BCMS7O9C Metktreme 1T GIigE #48
78 Chelsio 5320 10G Ethernet Function Enumerataor
-8 Composite Bus Enumerataor
78| Direck memory access conkroller
1Ml Intel(R) 5520/5500 Physical and Link Laver Registers Port 1 - 3427
InkelfR) 5520/5500 Routing and Protocol Layer Reqgisker Port 1 - 3428
Intel{R) 5520/5500/%58 I/0 Hub Contral Status and RAS Registers - 3423
78| Inkel(R) 5520/5500/¥58 I/0 Hub GP1C and Scratch Pad Registers - 3422 LI

B Tek KN EEANICENM VTS T Uk MY Coemwme Flmck Meck 42400

Chelsio also provided tAet22CR lowprofile adapter that provides 2x10GbE and 2x1GbE ports.
The iSCSI drivers for this adapter will be available soon.
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Their iSCSI features can be managed from the standard properties functions for this type of device.

Chelsio Terminator 3 iSCSI interface Properties

General Advanced | Diiver | Details |

The fallowing properties are available for thiz network adapter. Click
the property you want to change on the left, and then select itz value
on the right.

Froperty: Walue:

I Enabled = l

IF address

Subnet mask.

Default gateway

TCP ACK.z to iSCSI target
Ylan Inzertion

lanlD

oK I Cancel

Chelsio Hardware Initiator

After the Chelsio iSCSI initiator driver gac
age is installed, then the Chelsio iSCSI offlg &= | |
hardware initiator and the Microsoft iISCSI connectceng
software initiator appear as choices in the =~ S [Cowrmeessn i
standard Whdows iSCSI initiator manag
ment software. To take advantagthefChd-

sio hardware features, we have selected the F?fhdft R
Chelsio iSCSI hardware initiator.

Initiator IP: IID‘D.7.141 j

Target porkal IP:

I™ Enable CHAP log on
i~ CHAP Log on information
CHAP helps emsure conmection security by providing authentication between a Earget and

The other iSCSI login and configuratiomafe ~ ~"

To use, specify the same name and CHAP secret that was configured on the targst for this

tures are managed USIng the ISCSI Initlator g:‘zltfc‘:almenamswm default to the Initiator Mame of the system unless another name is
terface in the normal manner.

Tame: I ign. 1991-05. com.microsoft:dmrtk-srur-j

Target serret: |

™| Berform mutusl authentication

Tio use mutusl CHAP, eitfier specify an inftiator secrat on Eie Configuration page or use
RADILS,

I | Use RADIUS ko generate user authentication credentials
I™ | Use RADIWS to authenticate karget credentials

oK I Cancel Anply:
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Performance

The performance of network adapteran iISCSI environment is dependent on several faaters, i
cluding various software and hardware components in the host server, the network, and the storage
target. Varying components or settings in any of these areas can affect performance, egher positiv
ly or negatively.

Using Microsoft Jetstress 2010 as a workload generator, we were able to generate the following
throughput using the Chelsio S320R 10Gb adapter with the iSCSI offload features enabled.

The Jetstress test parameters fertdst CPU utilization during this test, as-r
were: ported by Jetstress was:

A Mailboxes=300 A Average: 9.063%

A Mailbox size=1000MB A Minimum: 6.645%

A Storage Groups=3 A Maximum: 11.286%

A IOPS=0.36

A Threads=8 Achieved IOPS (32KB) were: 6200.476

We were able to sustain an average of greater than 200MB/sec for this test with the CHelsio adap
er. This is not the maximum performance available for this adapter, but a representative sample
that took advantage of the iSCSI offload features

Jetstress 2010 iSCSI Throughp@helsio S32GER
300,000,000+,
250,000,000-
2
S 200,000,000
(5]
2 150,000,000
Q
£ 100,000,000+
m
50,000,000+
0OIIL(';IBI;_{;IBILAI5';_{';'8';_6'BIMIBILAIBILAIBIHIBILAII
O ¥ 0O 4 O ¥ M 1 o I M 4 o I M 4 0 < M
O O O O O 0O 0o 0o oo oo oo d «dA A A A
5585668668668 6686386 386 8 8 6
Elapsed Time

Additional details about Exchange Jetstress and the initiator and target specifications used for this
test are available in thdeasuring iISCSI Performarsection of this document.
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Adapters: Emulex

Emulex designs and builds a full line of

storage adapters, network interface cardsA E M u L E x
controller chips, embedded bridges, and

connectivity management software. Emulex is probably best known for their Fibre Channel host
bus adapters (HBAS). In the last cogblgears, Emulex has branched out into the Ethernet-adap
er market by providing 10Gb Ethernet network interface cards, full 10Gb iSCSI offload adapters,

and 10GbFibre Channel over Ethernet (FCatenverged network adaps (CNAS).

We tested their lategeneration of 10Gb Gxn
ConnectE Ethernet netw ds and
10Gb iSCSI offload adapters for this report. Thes

are the OCel1110® and OCel1102adapters,

which are 10Gb dual port adapters that include
stateless TCP/IP offload and TCP chimnelpatf 00
functions. The)i aCSl rp‘i:E
full iISCSI offloadT h e NN &) (Mo dep- 2
graded to the i SCSd) m@,.,i};jt

Both models support PCI express 2.0, and Have ¢  * ‘ ;
ther copper (10GBa&R) or fibetroptic connectors
(10GBas&R).They also support iISCSI over DCB /
for optimized iSCSI performance. ’

Emulex has a history of providing comprehensive operating system support for all of its adapters
and its 10Gb Ethernet adapters are no different. They provide support forMiBeover (inadl

ing Hype#/), VMware ESX, Red Hat Enterprise Linux Server, Novell SUSE Linux Enterprise Ser
er, and Oracle Solaris.

Emul ex provides the OneCommandE Managee manage
ment of its Fibre Channel and10Gb Ethet adapters. OneCommand Manager offers a host of
automation capabilities and diagnostic tools to improve efficiency and streamline administrative

tasks enabling IT administrators to manage multiple Emulex adapters in multiple servers at the

same time. @Command Manager can be installed in one of three management modes: local host
management only, local host management plus remote access from other hosts, andefull manag

ment of adapters on the local host and other hosts that allow it.

For VMware enviraments, Emulex also offers OneCommand Manager for VMwara Eiat)
enables comprehensive control of Emulex Fibre Channel HBAs and 10Gb Ethernet aidapters d
rectly from the VMware vCenter management console.

Installation of the Emulex software is singpid straightforward. The Emulex installation utility
identifies the Emulex adapters and automatically installs the proper operating system drivers for
each adapter installed in that host server.
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Topology View

The Emulex OneCommand Manager topology viewiges a list of all the Emulex adapters i
stalledwithin all visible hosts, including Ethernet adapters and Fibre Channel adapters. The iSCSI
offload adapter management functions include the normal steps needed by an iSCSI initiator to
configure the IP addss of the initiator, set the CHAP shared secret, and perform target discovery
and login. OneCommand Manager can also fully participate with an iSNS server.

Firmware Updates

OneCommand Manager allows for botimifir

ware and driver parameter updak@snware

updates can occur individually for each adapter

or in a fAbatch modied fashion, which automat
cally updates all similar adapter models in any

or all hosts visible to OneCommand Manager.

The firmware is selected and OneCommand

Manager provides a It discovered adapters

within the fabric which can use the selected firmware.
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